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With the help of quantum key distribution (QKD), two distant peers are able to share information-
theoretical secure key bits. Increasing the key rate is ultimately significant for the applications of QKD
in the lossy channel. However, it has been proven that there is a fundamental rate-distance limit, called
the linear bound, which restricts the performance of all existing repeaterless protocols and realizations.
Surprisingly, a recently proposed protocol, called twin-field (TF) QKD, can beat the linear bound with no
need for quantum repeaters. Here, we present one of the first implementations of the TF-QKD protocol and
demonstrate its advantage of beating the linear bound at a channel distance of 300 km. In our experiment,
a modified TF-QKD protocol that does not assume phase postselection is considered, and thus a higher
key rate than the original one is expected. After controlling the phase evolution of the twin fields traveling
through hundreds of kilometers of optical fibers, the implemented system achieves high-visibility single-
photon interference and allows stable and high-rate measurement-device-independent QKD. Our
experimental demonstration and results confirm the feasibility of the TF-QKD protocol and its prominent
superiority in long-distance key distribution services.
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I. INTRODUCTION

Since the invention of the first QKD protocol [1] in 1984,
great efforts have been devoted to improving its key rate in
a real lossy channel. To overcome the transmission loss of
photons, which is the main obstacle to a high key rate, the
most powerful way may be to introduce quantum repeaters
[2–4]; however, these are still far from applicable today. In
practice, many repeaterless QKD experiments [5–12] have
been realized to increase the key rate and extend the
channel distance. Nevertheless, theorists have proposed
that there are some fundamental limits [13,14] on the key
rates of all these repeaterless QKD protocols and experi-
ments. Denoting the transmission efficiency of the lossy
channel as η, the key rate R for any point-to-point

repeaterless QKD protocol will satisfy R ≤ −log2ð1 − ηÞ,
i.e., R ∼OðηÞ, which is called the linear bound [14].
Surprisingly, several months ago, a revolutionary work
[15] pointed out that this bound may be overcome in a
so-called twin-field (TF) QKD protocol. In the TF-QKD
protocol, both peers Alice and Bob prepare and send phase-
coding optical fields (weak coherent states) to an untrusted
third party, Charlie, who is in the middle of the channel and
interferes with the incoming fields. Then, Alice and Bob
can generate sifted key bits, provided Charlie observes a
single-photon click after interference. One can imagine that
if Charlie is honest, his counting rate of single-photon
clicks is only attenuated by the channel loss between Alice
to Charlie or Bob to Charlie. Consequently, one may
conjecture that R may be proportional to

ffiffiffi
η

p
; thus, R ∼ ffiffiffi

η
p

is expected. However, the full security of TF-QKD is not
proven in Ref. [15], which leads to the question of its
security and the calculation of R [16]. Fortunately,
subsequent theoretical works [17–22] remedied the secu-
rity of TF-QKD with different methods and reconfirmed
its advantage of beating the linear bound. Besides, these
theoretical works also showed that the security of TF-
QKD does not rely on Charlie’s measurement; thus, it is
measurement-device independent (MDI) [23].
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Although the TF-QKD has been the subject of intensive
theoretical studies, a successful demonstration of beating
the linear bound is still missing, partially because TF-QKD
needs steady interference between twoweak coherent states
from distant peers. In addition, the original theory of TF-
QKD predicts that beating the linear bound only occurs
when the channel distance is very long. Achieving steady
interference between two sources so far away is very
challenging since the phase drift is more severe at longer
channel distances. Realizing and keeping two laser sources
with high indistinguishability is also difficult.
Here, we demonstrate a TF-QKD system where beating

the linear bound is achieved at a channel distance of over
300 km. Benefiting from TF-QKD without phase post-
selection [20,21], our experiment exhibits a key rate over
the linear bound at a channel distance of 300 km, which is
much shorter than the minimum value to overcome the
linear bound predicted by the original protocol. In addition,
with no need for phase postselection, our system enjoys a
simple process of postprocessing.

II. PROTOCOL

A simplified version of TF-QKD is conducted in our
experiment. Our protocol [20] consists of a code mode and
a decoy mode. The former is used to generate sifted key
bits, while the latter is used to collect some parameters to
bound information leakage. The flow of our protocol can be
summarized in four steps.
(1) The code mode or decoy mode is randomly selected

by Alice (Bob) in each trial.
(2) In the code mode, Alice and Bob prepare phase-

coding weak coherent states j � ffiffiffi
μ

p iA and j � ffiffiffi
μ

p iB,
respectively, and then send them to Charlie who
interferes with the incoming weak coherent states and
measures the phase shift between them. If Charlie
successfully registers a photon click, Alice and Bob
will retain this key bit. According to Charlie’s
measurement result, Bob may decide to flip his
key bit or not.

(3) In the decoy mode, which is quite similar to the
decoy-state method [24–26] used in the MDI-QKD
protocol, Alice and Bob prepare and send phase-
randomized weak coherent states with four different
intensities (μ, ν1, ν2, ν3). Charlie is not aware of
the code or decoy modes. He still performs the
measurement on the phase shift and announces his
measurement result to Alice and Bob.

(4) After repeating steps 1–3 many times and after some
public communication, Alice and Bob can accumu-
late sufficient sifted key bits from code modes and
estimate the yields for decoy statesQxy

d (x, y ¼ μ, ν1,
ν2, ν3). For instance, Qμν1

d is the probability that
Charlie announces a successful measurement on the
phase shift when Alice and Bob actually prepare

weak coherent pulses with mean photon numbers of
μ and ν1, respectively, in the decoy mode. FromQxy

d ,
information leakage can be bounded, and then secret
key bits may be generated.

A notable advantage of our protocol is that phase
randomization and postselection in the code mode are both
removed. Thus, the experimental system is simplified, and
a higher key rate is expected.

III. IMPLEMENTATION SYSTEM OF TF-QKD

The experimental setup performing the TF-QKD proto-
col is summarized in Fig. 1. As a MDI scenario, two
senders, Alice and Bob, have symmetric positions in
relation to the measurement node Charlie. Alice and
Bob have the same experimental setup, which mainly
consists of three modules denoted as source, chopper,
and encoder, respectively. Both Alice’s and Bob’s sources
are phase locked with the laser from Charlie to generate the
twin fields with a central wavelength of 1550.12 nm.
The chopper is composed of two intensity modulators

(IM): IM1 first modulates the locked continuous-wave
(CW) laser into a pulse train with a 130-ps temporal width
at a repetition rate of 1 GHz; IM2 then chops the pulse train
into the time-multiplexed reference part and quantum part,
in which the reference part is bright and unmodulated by
the encoder in order to measure the phase shift of the
channels, and the quantum part carries the information of
the keys. The duration time of either part is 50 μs.
The encoder only applies to the quantum part, and it is

composed of IM3 and one phase modulator (PM); IM3 is
used to create four intensity levels required by the protocol,
and PM is used to modulate a specific or random phase on
each pulse of the quantum part. The encoder is randomly
operated in the code mode or decoy mode. In the code
mode, IM3 creates the signal state with μ photons per pulse,
and PM modulates the phase f0; πg according to the
random key bit f0; 1g. In the decoy mode, IM3 randomly
creates four decoy states with μ, ν1, ν2, and ν3 photons per
pulse, and PM randomizes the phase of each pulse
belonging to the quantum part with amplitude resolution
of 10 bits [27,28].
Charlie is in the middle to take a single-photon inter-

ference measurement. The two fields sent by Alice and Bob
interfere on the 50=50 beam splitter (BS). In order to
achieve a good interference visibility, a polarization con-
troller (PC) and a feedback PM are added before each input
of the BS. The PC is used to set correct polarization, and
the feedback PM is used to compensate for the fast phase
drift in fiber channels. The interference results are detected
by two superconducting single-photon detectors (SSPDs).
When both Alice’s and Bob’s encoders are in the code
mode, the detector D0 would click if the phase difference
modulated by Alice and Bob is 0, and the detector D1
would click if the phase difference modulated by them is π.
These two SSPDs are made by Scontel Inc. and have almost
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identical characteristics, exhibiting a detection efficiency
close to 60.8% and a dark count rate of 95 Hz.

IV. EXPERIMENTAL RESULTS

There are two main technical challenges when TF-QKD
is implemented. One is making the fields generated by
Alice and Bob “twin,” which means the frequency differ-
ence between Alice’s and Bob’s lasers is nearly constant
(as close to zero as possible is desirable), and the phase
difference between these two lasers is stable. The other
challenge is compensation of the fast phase drift over long
fibers.

A. Results of the source part

The optical phase-locked loop (OPLL) architecture
[29,30] is employed in the source part to generate the
twin fields between Alice and Bob. The CW laser trans-
mitted from Charlie takes the role of a master laser, while
the local laser belonging to Alice (Bob) takes the role of a
slave laser. The master laser and part of the output of the
slave laser are combined in a 50=50 BS to produce a phase
error signal, which is then detected by two PIN detectors
connected to the feedback loop. The error signal from PIN
detectors passes through a loop filter and generates a bias
current to tune the frequency of the slave laser. Once the
OPLL is locked, the phase difference between the master
and slave lasers is stable, and these two lasers have the
same frequency.
The master laser (X15 model) is an ultralow-noise fiber

laser made by NKT Photonics Inc. During all measure-
ments in the experiment, the master laser is free running, in

which its linewidth is less than 0.1 kHz and the wavelength
stability over the case temperature is approximately
0.1 pm=°C. The slave laser is an external cavity diode
laser with a standard 14-pin butterfly package, whose
driving circuit is homemade. The external cavity diode
laser (PLANEXTM, RIO Inc.) has a linewidth of less than
2 kHz, and a wavelength sensitivity to temperature and bias
current of approximately 12.5 pm=°C and 0.2 pm=mA,
respectively. The resolution of the laser temperature con-
troller is 0.001 °C. In the experiment, the central wave-
length of the master laser is set at 1550.12 nm, and the
wavelength of the slave laser is slowly tuned by changing
its temperature. Once the beat note frequency of these two
lasers is close to 10 MHz (0.08 pm), the homodyne OPLL
will be locked, and we will finally achieve a zero-offset
frequency between the master and slave lasers.
The lock performance is tested by observing the beat

note signal and the interference visibility, respectively. The
beat note signal is measured with a PIN detector and
recorded with an oscilloscope. The result of the quadrature
interference is displayed in Fig. 2(a), and it exhibits a stable
interference result. The interference visibility is measured
with two SSPDs—one connects the constructive interfer-
ence output, and the other connects the destructive inter-
ference output. The counts of these two SSPDs are shown
in Fig. 2(c); each point is the total count in 50 μs, and the
curve is smoothened by averaging every 20 adjacent points.
The distributions of the constructive count and destructive
count are shown in the insets of Fig. 2(c). The mean value
of the constructive count is 251.97, and that of the
destructive count is 2.26; thus, the interference visibility
is approximately 98.22%.

FIG. 1. Experimental setup to implement the twin-field quantum key distribution. CW laser, continuous-wave laser; IM, intensity
modulator; PM, phase modulator; VA, variable attenuator; 50=50 BS, beam splitter with a 50=50 splitting ratio; PC, polarization
controller; SSPDs, superconducting single-photon detectors. Alice and Bob have the same setup, which mainly consists of the source,
chopper, and encoder modules. The source generates the laser with a locked frequency and phase with the laser from Charlie. The
chopper is used to first modulate the CW laser into a pulse train (IM1) and then chop it into time-multiplexed bright reference and weak
quantum parts (IM2). The encoder adds code or decoy information into the quantum part (IM3 and PM).
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Furthermore, a feedback PM is added in the source part
to reduce residual phase noise. The error signal from PIN
detectors is amplified and connected to the PM as negative
feedback. The corresponding result of the quadrature
interference is displayed in Fig. 2(b); the improvement is
significant compared with Fig. 2(a). With almost the same
mean value of 32 mV, the standard deviation is changed
from 3.18 mV to 0.92 mV. The corresponding counts
of two SSPDs are shown in Fig. 2(d). Compared with
Fig. 2(c), the improvement mainly comes from the destruc-
tive count, whose mean value is changed from 2.26 to 0.27;
the corresponding interference visibility becomes approxi-
mately 99.78%.

B. Results of compensation of the fast phase drift

After making the fields generated by Alice and Bob
twins, the phase drift is mainly due to the fluctuations in the
fiber channels. Depending on the surrounding environment
(the temperature and vibration), the phase drift accumulates
with the length of fiber channels. To compensate this fast
phase drift over much longer fibers, a feedback PM is
inserted in each arm of the BS at Charlie’s site. Two
feedback PMs are employed here to get a larger range of
phase compensation, though only one feedback PM is

sufficient to compensate the differential phase of two
channels. The active feedback loop that acts on the feed-
back PMs is based on the interference outputs of Alice’s
and Bob’s bright pulses belonging to the corresponding
reference parts, which are unmodulated and time multi-
plexed with quantum parts. The interference outputs are
detected by two SSPDs (D0 and D1). The goal of the active
feedback loop is to maximize (minimize) the counts of
detector D0 (D1) through a fast change of the voltage of
the feedback PMs. Based on the counts of D0 and D1
belonging to the reference part, the active feedback loop
estimates the corresponding compensation voltage and
immediately loads it on the feedback PMs.
The active feedback is realized with a field program-

mable gate array (FPGA), operating at a 40-MHz clock
rate that is synchronized with the QKD control system.
The feedback PM with an insertion loss of 2.2 dB has a
high-impedance input for a bandwidth of approximately
200 MHz. This bandwidth is enough to compensate for
the phase drift over long fiber channels, and the high-
impedance input is relatively easier to drive at a 40-MHz
clock rate. Considering the actuating time from FPGA to
PM (∼0.2 μs) and the transition time from the reference
part to the quantum part, a time window of 48 μs is set to
select the counts during each 50 μs.

FIG. 2. Characteristics of the source part. (a) The quadrature interference results recorded by an oscilloscope. (b) The quadrature
interference results with a feedback PM. (c) The in-phase interference results detected by two SSPDs. (d) The in-phase interference
results with a feedback PM. The cyan points correspond to the counts of the constructive interference output; the magenta points refer to
the counts of the destructive interference output. The curves are smoothened by averaging every 20 adjacent points. The insets are the
distributions of the constructive counts and destructive counts.
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The performance of the compensation of the fast phase
drift is tested without and with the active feedback loop.
During the test, both Alice’s and Bob’s sources have been
locked with the laser from Charlie, the chopper works,
and only the counts belonging to the reference part are
recorded. At a total distance of 300-km optical fiber, the
pulses in the reference part are attenuated to approximately
2.9 photons per pulse. The phase drift is measured when the
driving voltage over the feedback PMs is disconnected, and
the counts of the detectors D0 and D1 are displayed in
Fig. 3(a). The phase drift mainly depends on the ambient
vibration; the drift rate in Fig. 3(a) is less than π rad=ms.
The results of actively compensating the phase drift are
shown in Fig. 3(b). After connecting the PMs’ driving
voltage, the counts of D0 and D1 stay relatively stable:
D0 corresponds to the constructive interference, and D1
corresponds to the destructive interference. The mean
value of the count of D0 is 186.66, and that of the count
of D1 is 2.64. Thus, the interference visibility is approx-
imately 97.21%.

V. PERFORMANCE OF THE TF-QKD SYSTEM

After the main technical challenges are tackled, the TF-
QKD experiment is performed over three total distances of
100 km, 200 km, and 300 km optical fibers. The optical
fibers used in the experiment are standard single-mode
fibers (ITU-G. 652D) with a loss coefficient of approx-
imately 0.18 dB=km. The overall loss of Charlie’s devices
is approximately 5.16 dB. From the yields Qμμ, Q

μμ
d , Qυ1υ1

d ,
Qυ2υ2

d , Qυ3υ3
d , Qμυ3

d , Qυ1υ3
d , Qυ2υ3

d , Qυ3μ
d , Qυ3υ1

d , Qυ3υ2
d , and the

error rate eb, the upper bound of information leakage
IuAE could be estimated numerically (see the Appendix).
Then, the secret key rate is obtained by R ¼
Qμμ(1 − fh2ðeμÞ − IuAE), where the efficiency of the error
correction f ¼ 1.15 and h2 is the binary Von Neumann
entropy. The results are listed in Table I. For comparison,
the linear bound of the secret key rate RLB is also presented.
We can clearly see that our secret key rate overwhelms
the linear bound at a channel distance of 300 km. Thus, the
secret key rate (∼2.01 kbps) can significantly surpass the

FIG. 3. Characteristics of the compensation of the fast phase drift at a total distance of 300 km optical fiber.(a) The phase drift by
recording the counts of D0 and D1 when the driving voltage over the feedback PMs is disconnected. (b) The results of actively
compensating the phase drift by recording the counts of D0 and D1 after connecting the PM driving voltage. The insets are the
distributions of the counts of two SSPDs. Here, only the counts belonging to the reference parts are recorded.

TABLE I Experimental results.

Distance (km) Total loss (dB) Visibility Qμμ eμ R RLB

100 23.06 98.64% 2.02 × 10−3 1.86% 8.87 × 10−4 7.15 × 10−3
200 40.66 98.05% 1.94 × 10−4 2.42% 8.01 × 10−5 1.24 × 10−4
300 58.46 96.79% 2.11 × 10−5 3.59% 6.46 × 10−6 2.06 × 10−6
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state-of-the-art QKD experiment with the same channel
loss (53.3 dB), which is 5 orders of magnitude larger than
the previous QKD experiment in the MDI scenario [11],
and 4 times more than the rate in the BB84 experiment with
a 2.5-GHz repetition rate [12].
The key rates of our implementation, the simulation

results and the linear bound, are summarized in Fig. 4.
The key rates of the simulation and linear bound are plotted
against the total distance of fiber channels (from Alice to
Bob) with a loss efficiency of 0.18 dB=km. (The linear
bound here includes the detector’s nonunity efficiency and
the receiver loss. Details of the simulation can be found in
the Appendix). Experimental results (open dots) at distances
of 100 km, 200 km, and 300 km are moved to the positions
with equivalent attenuations. For instance, the measured loss
of 300 km fiber in the experiment is approximately 53.3 dB,
and the corresponding experimental dot is moved to the
distance of 296 km in Fig. 4. In general, the experimental
points fit the simulation results quite well. In the same
environment, the phase drift of the channels mainly depends
on the length of optical fibers. Employing the same active
feedback module, the phase drift could be compensated
very well at relatively short distances. The visibility of the
reference parts is 98.64% at a distance of 100 km, and
98.05% at a distance of 200 km. Because of the relatively
high visibility of reference parts and low QBER of quantum
parts, the key rates at distances of 100 km and 200 km are a
little higher than the simulation results.

VI. DISCUSSION

At a total distance of 300 km optical fiber, the stability
of the TF-QKD system is shown with the interference

visibility (blue open dots) and QBER (red open dots) in
Fig. 5. Over 1000 seconds, the mean value of the inter-
ference visibility of Alice’s and Bob’s reference parts is
96.86%, and the mean value of the QBER of the corre-
sponding quantum parts is 3.56%. Since the phase drift
mainly depends on the ambient vibration, there are some
abrupt vibrations that cannot be compensated very well,
and they cause some relatively low visibility and high
QBER, such as the dots at 182 seconds; the interference
visibility and QBER are 94.54% and 4.58%, respectively.
Still, the performance of the system is relatively stable, the
standard deviation of the interference visibility and QBER
are 0.28% and 0.23%, respectively. The stability of the
system is important to set a suitable data size during the
quantum transmission. Considering that the effective
absolute rate of the quantum part is 480 MHz, the total
number of transmitted pulses is approximately 4.8 × 1011

(1000-second transmission time) at distances of 100 km
and 200 km, and 2.4 × 1012 (5000-second transmission
time) at a distance of 300 km. As a proof-of-principle
experiment, we do not take the finite-size effects into
account in this work. The main reason is that the aim of a
proof-of-principle demonstration is to verify the feasibility
of TF-QKD and its advantage of beating the linear bound.
For this purpose, we accumulate sufficient clicks to
characterize parameters with negligible statistical fluctua-
tions; we then calculate the asymptotic key rate. Although
finite-size effects inevitably lower the key rate, one can
always alleviate this influence by sending more signals.
Compared with the interference visibilities at distances

of 100 km and 200 km (above 98%), the relatively low
visibility at a distance of 300 km shows the limitation of the
compensation of the phase drift. If we want to reduce the

FIG. 4. Key rate of the TF-QKD system. The rates are plotted
against the total distance of optical fiber (from Alice to Bob)
with a loss efficiency of 0.18 dB=km. The open dots refer to
experimental points at distances of 100 km, 200 km, and 300 km,
respectively.

FIG. 5. Stability of the TF-QKD system over a total distance of
300 km. The blue open dots represent the interference visibility
of Alice’s and Bob’s reference parts, and the red open dots are
QBER of the corresponding quantum parts. Each dot corresponds
to the data acquired in one second.
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channel optical error, the interference visibility of the
reference parts should be improved. The duration time
of both reference and quantum parts needs to be shortened,
and the intensity of the reference part needs to be increased.
This is a key step towards longer distances, in addition to
choosing a large-misalignment-error-tolerant protocol [18]
and SSPDs with an ultralow dark count rate.
As a proof-of-principle experiment, the reference lasers

from Charlie are distributed to Alice and Bob with short
fibers, and the phase error signal is detected by PIN detectors.
Once Alice’s and Bob’s lasers are in a remote location, the
intensity would be attenuated intensively, and the phase drift
of the channel would also be introduced in the optical field.
Considering that the bandwidth of the loop filter belonging
to the OPLL is approximately 100 kHz, the phase drift over
long fiber channels could bewell compensated in the loop. In
order to get a strong phase error signal, one could amplify the
attenuated laser from Charlie but introduce as little phase
noise as possible. Although the quantum channels used in
the experiment are fiber spools in the laboratory,weguess that
the phase drift rate in a real-life setting would be no faster
than the value measured in the laboratory. These fiber spools,
which are arranged in a centralized way, could be considered
as a transducer with high sensitivity, and a very small
vibration from the external environment that acts on these
fiber spools (with 300-km length) could be converted into (or
amplified by) a large phase drift. For the field-installed fibers,
they would suffer inevitable and unpredictable variations, but
the length of the affected fibers is limited. Thus, these local
variations lead to random local phase drifts; on average, the
overall phase drift rate in the field-installed fiber is the sum of
the local phase drift rates and will likely be less than the one
measured in the laboratory. Intensity fluctuation is another
issue may degrade the performance of TF-QKD. Fortunately,
according to the Refs. [31,32], the level of intensity variations
(<2%) inour experimenthas negligible impact on thekey rate.
To summarize, we have successfully demonstrated an

implementation of the TF-QKD protocol without phase
postselection. The implemented system can control well the
phase evolution of the twin fields traveling over hundreds
of kilometers of optical fiber channels to achieve a single-
photon interference with high visibility. Moreover, at a total
distance of 300-km standard single-mode fiber, our system
overcomes the fundamental rate-distance limit of QKD.
The system runs a modified version of the original TF-
QKD. Its code mode no longer requires phase randomiza-
tion and postselection; thus, the secret key rate is further
improved compared with the original TF-QKD. Our
achievement demonstrates that the TF-QKD protocol is
feasible in practice, and it will be a very promising solution
for high-rate QKD over long distances in the future. We
believe that there will be a notable improvement on the
performance of QKD products with the help of the TF-
QKD protocol. However, there are still a few points that
must be addressed in future studies. First, the finite-key

analysis is needed for the real applications of TF-QKD.
Second, the phase drift of the field fiber setup may be
different from our experiment in the laboratory; thus, a field
experiment would be needed. Finally, Charlie distributes
the master laser to Alice and Bob as the phase-locking
references; that architecture could be easily expanded to a
star-type network.
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Notes added.—Recently, several other TF-QKD implemen-
tations were reported in Refs. [33–35]. It is worth noting
that the quantum channel in Refs. [33,34] is (mainly)
simulated by a variable optical attenuator but not real fiber.
In Ref. [35], the advantage of beating the linear bound is
not realized.

APPENDIX: SOME DETAILS OF CALCULATION
AND EXPERIMENT

The calculation of key rate.—The key rate is obtained
by R ¼ Qμμ(1 − fh2ðebÞ − IuAE). The essential goal is to
estimate the upper bound of Eve’s information on key
bits IuAE. According to Eq. (2) of Ref. [20], IuAE can be
calculated by an optimization problem, which is

IuAE ¼ maxxh

�
x00
Qμμ

;
x10
Qμμ

�
þ h

�
x11
Qμμ

;
x01
Qμμ

�
:

The constraints for the non-negative real variables x00, x10,
x11, and x01 are functions of Yn;m, which is defined as the
yield when Alice and Bob prepare the n photon and m
photon, respectively, in the decoy mode. In the case of
finite decoy states, the upper bound and lower bound of
Yn;m, i.e., Yu

n;m and Yl
n;m, can be used to bound x00, x10, x11,

and x01. Then, IuAE is obtained. Concretely, linear program-

ming is used to search YuðlÞ
0;0 , Y

uðlÞ
0;1 , Y

uðlÞ
1;0 , Y

uðlÞ
1;1 , Y

uðlÞ
0;2 , and Y

uðlÞ
2;0

satisfying the experimental observed yields Qμμ
d , Qυ1υ1

d ,
Qυ2υ2

d ,Qυ3υ3
d ,Qμυ3

d ,Qυ1υ3
d ,Qυ2υ3

d ,Qυ3μ
d ,Qυ3υ1

d , andQυ3υ2
d , since

Qxy
d ¼ Pþ∞

n;m¼0 P
x
nP

y
mYn;m, wherePx

n ¼ e−xxn=n!. Similarly,
the lower bound of Pμ

0P
μ
0Y0;0 þ Pμ

0P
μ
1Y0;1 þ Pμ

1P
μ
0Y1;0 þ

Pμ
2P

μ
0Y2;0 þ Pμ

0P
μ
2Y2;0 þ Pμ

1P
μ
1Y1;1 is obtained by linear

programming. With these bounds, the constraints of x00,
x10, x11, and x01 are established by Eqs. (A.22)–(A.25) of
Ref. [20]. Finally, IuAE and the key rate R are found.
We list the detailed experimental data in Tables II and III.
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The simulation of key rate.—In the simulation, we
assume the transmittance of the channel is
η ¼ 10−0.018lηD, in which l is the channel distance (km)
and ηD ¼ 0.305 is the overall efficiency of the measure-
ment device. The linear bound is calculated by R ¼
−log2ð1 − ηÞ, where η ¼ 10−0.018lηD represents the overall
efficiency. The dark count rate of each channel of SPD
is d ¼ 10−7 per pulse. The optical misalignment is set to
0.03. In the decoy mode, υ1 ¼ 0.005, υ2 ¼ 0.002, and
υ3 ¼ 10−2.5μ, while μ is optimized to maximize the key rate
at each distance. All experimentally observed yields and
error rates can be simulated with the formulas given in
Appendix B of Ref. [20].
The phase randomization.—The phase randomization in

the decoy mode is performed by the PM belonging to the
encoder in Fig. 1. The amplitude resolution of the phase
randomization is 10 bits. The phase modulation range is
from 0 to 2π. At a 1-GHz rate, the half-wave voltage of the
PM is approximately 3.5 V. Thus, the amplitude resolution
of the driving voltage is about 7 mV. Considering the noise
of the RF amplifier, the phase randomization is quasicon-
tinuous, though the discrete phase randomization method
is employed. To verify the phase randomization, we have
performed a separate experiment before the TF-QKD
experiment, using a variable delay asymmetric interferom-
eter, a high-speed PIN detector, and an oscilloscope. In the
TF-QKD experiment, the phase randomization could also
be verified by the QBER, which would increase up to
around 50% in the decoy mode, similar to the useful
method proposed by Zhao et al. in Ref. [27].
Temperature control of the laser source.—The temper-

ature control of the laser source is important to keep the
stability of the central wavelength. In the OPLL, the central
wavelength of the slave laser is first tuned to be close to the
wavelength of the master laser by changing its temperature.
Once the wavelength difference is less than 0.08 pm, the
OPLL would be locked. The wavelength sensitivity of the

slave laser is about 12.5 pm=°C; thus, 0.005 °C is enough
for the OPLL. However, in order to keep the long-term
stability, we improve the control precision up to 0.001 °C.
To achieve this temperature control precision, the choices
of the signal amplifier and analog-to-digital converter
(ADC) are important. Here, a precision instrument ampli-
fier is employed; it has a high input impedance, a high
CMRR, and a low offset, and is very suitable for small
signal amplification. Also, the high-resolution (24 bits)
ADC is used. Moreover, the thermal insulation of the diode
laser is also important. If every aspect is considered, a
control precision up to 10−6 °C will be possible in some
research papers.
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