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We propose a set of protocols for verifying quantum computing at any time after the computation
itself has been performed. We provide two constructions: one requires five entangled provers and

completely classical verifier.

The other requires a single prover, a verifier, who is restricted to

measuring qubits in the X or Z basis, and one way quantum communication from the prover to
the verifier. These results demonstrate that the verification can be achieved independently from
the blindness. We also show that a constant round protocol with a single prover and a completely
classical verifier is not possible, unless BQP is contained in the third level of the polynomial hierarchy.

As quantum technologies begin to push against the
frontier of what is computationally feasible to simulate
using conventional computing technologies, the question
of whether it is possible to verify a quantum computation
performed on untrusted hardware has become increas-
ingly important [1]. This task can be naturally cast in
terms of a two party scenario: We take Alice to be a user
with limited quantum capabilities, who wishes to dele-
gate a quantum computation to be performed by Bob,
who has access to a universal quantum computer. How-
ever, Alice does not trust Bob to faithfully perform the
computation. In this case, if Alice is to make use of the
results obtained via Bob, she requires some method of
verifying that he has performed the computation as di-
rected.

In recent years, significant progress has been made in
addressing this problem of verification. In the ideal case,
Alice would be able to verify Bob’s compliance through
an entirely classical protocol, freeing her from the re-
quirement of possessing some quantum capability. In
computational complexity terms, it means that BQP [31]
has an interactive proof system with a BQP prover and a
BPP [32] verifier. Such schemes, however, have thus far
proven elusive. Current approaches to this problem take
one of two approaches, either allowing Alice some limited
quantum capability, such as the ability to prepare [2, 3]
or measure [4, 5] single qubits, or the possession of a con-
stant sized quantum computer [6], or adding additional
entangled provers to the protocol [7-12].

Across both approaches, blind quantum computa-
tion [13] has proven itself to be an important building
block. Blind quantum computing is a secure quantum
computing protocol where a technologically limited Al-
ice can delegate her quantum computing to Bob without
leaking the information about her quantum computation.
Within the paradigm of blind computation, two distinct
approaches have emerged based on the different quantum
capabilities assigned to Alice. In the first case, Alice is
taken to have the ability to create single qubit states,
which can be sent to Bob for processing [13]. In this
setting, verification of the delegated computation can be

achieved by inserting isolated trap qubits into the compu-
tation [2]. In the second approach, Alice is taken to have
the ability to perform single qubit measurements, rather
than state preparations [14]. In this setting, verification
can be achieved through the use of stabilizer measure-
ments on qubits transmitted from Bob to Alice [5]. The
relatively low technological requirements for Alice’s sys-
tem have already led to experimental demonstrations of
both models of blind computation [15, 16], as well as trap
based verification [17].

Up until very recently, all known verification protocols
required interaction during the phase when the computa-
tion is performed in order to verify its correctness, effec-
tively hiding the computation. In this paper, we propose
a new verification scheme where the verification can be
done in a “post hoc” way, namely, the verification it-
self can be done at any later time after the end of the
computation. QOur scheme does not exhibit blindness,
and therefore our result demonstrates that the verifica-
tion can be achieved independently from blindness. We
provide two constructions. One requires five entangled
provers and a completely classical verifier. The other re-
quires a single prover, a verifier who has the ability to
measure qubits in the X or Z basis, and one way quan-
tum communication from the prover to the verifier. We
also show that a constant round protocol with a single
prover and a completely classical verifier is not possible,
unless BQP is contained in the third level of the poly-
nomial hierarchy. Such a containment is prohibited by a
widely accepted conjecture in computer science.

We will restrict our focus to verifying the outcome of
decision problems. (As is shown in the Appendix, we can
consider more general problems.) Let L be a language in
BQP, then for an instance x of size |z|, Alice wants to
know whether € L or ¢ L. Since L is in BQP, there
exists, for any polynomial r, a uniformly generated poly-
nomial size quantum circuit V, acting on n = poly(|z|)
qubits such that

o if x € L then Py, (1) >1— 2=r(lzl),
e if x ¢ L then Py (1) <27 "(eD,



where Py, (1) is the probability of obtaining 1 when the
first qubit of V,|0)®" is measured in the computational
basis.

Single prover protocol— We now explain our first con-
struction. Alice, the verifier, is restricted to measure in-
dividual qubits in the X or Z basis. In order to decide
whether € L or = ¢ L, she asks Bob to run the circuit
V. on his quantum computer. Bob tells Alice the result,
x€Lorx¢L.

Let us first consider the case when Bob tells Alice x €
L and wants to make Alice believe the fact. If Bob is
honest, x is really in L, but if Bob is dishonest and trying
to fool Alice, z is not in L.

Since L is in BQP, it is also in QMA [33] with the
trivial witness state |0)®* and the verifying circuit W, =
I®Y @V, acting on |0)®“*™. Hence there exists a local
Hamiltonian H corresponding to the circuit W, such that

e if z € L then the ground energy of H is < a,
e if z ¢ L then the ground energy of H is > b,

where b —a > — 21— [18]. It is known that H can be a
poly(|z[)

2-local Hamiltonian with only X and Z operators [19].

In order to justify his claim that = € L, Bob also sends
a state p to Alice. If Bob is honest, it is a ground state of
the Hamiltonian H. If we follow a similar construction
as in Ref. [20] for the Hamiltonian, then this state will
encode the history of the circuit via a Feynman-Kitaev
clock [21, 22]. Since the witness state is the trivial state
|0)®*, Bob can generate such a history state in a polyno-
mial time. If Bob is dishonest, p can be any state. Let us
write the 2-local Hamiltonian as H = )4 dsS, where dg
is a real number and S is a tensor product of Pauli op-
erators where only two operators are Z or X, and others
are I. We define the rescaled Hamiltonian

H" = P
zs2|ds\ Z”S 5

where mg = ZI ‘I 2 >0,

H = H+ Z|ds|
ZQ|dS|Ps,

S

> lds|(I + sign(ds)S)
s

and Pg = w.

In order to verify the witness, and hence the computa-
tion, Alice randomly chooses S with probability mg, and
measures S. By this we mean that Alice performs single
qubit measurements of only two qubits of p in the X or
Z basis and computes the product of the measurement
results, discarding the other qubits of p without measur-
ing them. Note that this does not require Alice to have
a large quantum memory, as she can receive the qubits
one at a time, resetting her system between reception of

qubits. If she obtains the result —sign(dg), she accepts.
It was shown in Ref. [23] that the acceptance probability
of such a procedure is

pace = 1= g () + 3 ),
which is
1 a
Pace = 5~ m
when x € L, and
1 b

Pace < 5= =5
T2 Yg2lds]

when « ¢ L. Their difference is 1/poly(|z|), and there-
fore Alice can distinguish the case where x € L from the
case where x ¢ L with probability of error bounded to be
exponentially small with only polynomially many repeti-
tions. Thus Alice can make use of measurements on the
witness state to ensure with arbitrarily high probability
of correctness that it is in fact true that z € L, as claimed
by Bob.

Let us next consider the case when Bob tells Alice = ¢
L and wants to prove that fact. If Bob is honest, z is
really not in L, but if Bob is dishonest and trying to fool
Alice, x is in L.

Let us define V/ = (I®"~! @ X)V,. Then, because L
is in BQP,

e if z € L then PVm’(l) < 27T(|I‘)7
o if x ¢ L then PV.T’(l) >1— 2D,

Therefore, there exists a local Hamiltonian H’ corre-
sponding to W, = I®% @ V. such that

e if x € L then the ground energy of H' is > b,
e if x ¢ L then the ground energy of H' is < a.

This observation is a trivial consequence of the fact that
BQP is closed under complement. Running through the
same procedure as in the case where x € L, it then follows
that the probability of Alice accepting the witness if x €
L can be made exponentially small.

In the above protocol, Alice measures only two qubits
of the state that Bob has sent. In principle, however, this
does not need to be the case, as Alice is free to measure
each incoming qubit. While we do not pursue this ap-
proach in the current manuscript, we note that it may be
possible to significantly improve the performance of the
verification protocol to better estimate the energy of the
witness state. This could occur either by making use of
the fact that products of different subsets of the results
of local Pauli measurements can be used to infer the re-
sults for up to 2 of all Pauli terms in the Hamiltonian,



or by making use of a modified Hamiltonian in order to
leverage gap amplification results [24].

Multi-prover protocol.— Next we explain our second
construction. Ji showed that the local Hamiltonian prob-
lem has an interactive proof system with five entangled
provers and a single purely classical verifier [25]. This
approach mirrors that of [26], replacing the code-space
and energy tests with versions that can be verified by a
purely classical prover.

The code-space test is accomplished using a clever ap-
plication of CHSH rigidity. Consider the 5-qubit quan-
tum error correction code with generators {g;}_; and
let |¢) be a state from the 2-dimensional stabilised sub-
space, that is (¢|g;|¢) = 1 for all 4. The structure of the
stabiliser generators is such that one of the subsystems,
labelled ¢, always has either a Pauli X or a Pauli Z opera-
tor acting on it. Furthermore, due to translational invari-
ance of the 5-qubit error correction code, we have freedom
of choosing the subsystem ¢ and then fixing the remain-
ing Pauli operators in g; appropriately while preserving
the 2-dimensional code space. By a repeated use of a
reflection operator W; = cos (%) X; + sin (%) Z; on the
special subsystem ¢, we can obtain a set of eight opera-
tors {h; }5_, satisfying (¢| Zle hi|¢) = 44/2 and that are
related to the original generators by ho; 1 + ho; = \/igi.
Bipartitioning the 5 provers into non-special provers, la-
belled as system A, and the special prover ¢, labelled as
B, we obtain the familiar CHSH expressions,

BIClo) =2v2,  (4|C'|¢) =2V2,

where C' = XAHE + )_(AHg + ZAHE — ZAHE and
C'=X'sH} + X' aHp + Z' sH{; — Z' aHp. The Pauli
operators X4 and X’4 are defined as the generators g;
containing X; where we replace X; with the identity op-
erator I. Similarly Z4 and Z’,4 are defined as the gen-
erators g; whose Z; are replaced with I. Via the rigidity
of CHSH games, it can be shown that if the probabil-
ity of winning the corresponding CHSH game is close to
ideal, then the shared state must be close to a state in
the code-space.

The energy test is also replaced, making use of the
fact that measurements of logical X and Z operators of
the code can be performed transversally by appropriate
Pauli measurement on each share of the logical qubit.
By expanding the Hamiltonian as a sequence of Pauli
terms polynomial in n. By choosing randomly to either
measure a Pauli term from the Hamiltonian, or make
Pauli measurements corresponding to a CHSH game, it
is possible to achieve an interactive proof for the local
Hamiltonian problem with entirely classical verifier, with
a polynomial gap between completeness and soundness,
similar to that in [26].

If the direct measurements of the energy in the previ-
ous single prover protocol is replaced with this classical
interactive proof system, we can achieve the post hoc
verification for completely classical verifier.

No-go result— One defining feature of post hoc veri-
fication is that the number of rounds of communication
required to verify the computation does not depend on
the length of the computation itself. We conclude by
showing that verification protocols with a single prover
and a classical verifier cannot have this property, unless
there is an unexpected collapse in computational com-
plexity.

We proceed by means of contradiction. Let us assume
that verification can be achieved with a single prover and
a classical verifier, with k£ rounds of communication be-
tween them, for some constant k, such that the probabil-
ity of Alice accepting an incorrect output of the compu-
tation is at most some constant ¢ bounded below % This
in particular means that for any language L € BQP, if
x € L, Bob can persuade Alice of this fact, whereas if
x ¢ L Alice cannot be persuaded. In other words, Bob
and Alice exchange k classical messages and

e if x € L there exists a strategy for Bob such that
Alice accepts with probability > 1 — ¢,

e if © ¢ L for any strategy of Bob, Alice accepts with
probability < c.

This is entirely equivalent to the statement that BQP C
IP(k) [34]. However, if we combine this with the known
results [27, 28] IP(k) € AM(k +2) = AM(2) C X%, we
have to conclude that BQP is contained in the third level
of the polynomial hierarchy [35]. Thus, by contradiction,
we must conclude that such verification protocols cannot
exist unless BQP C 3%. Such an inclusion is considered
extremely unlikely given the established relationships be-
tween BQP and the entire polynomial hierarchy [29].

Note that although the above rules out constant round
verification of quantum computation with a purely clas-
sical verifier, it only holds in the case where there is
only a single prover. In the case where multiple provers
are allowed, a protocol for verification exists as shown
in Ref. [26]. Furthermore, this no go result cannot be
directly extended to the case of single prover proto-
cols with polynomially many rounds, since BQP is in
PSPACE = IP [30] [36]. This does not, however, im-
ply that such protocols must exist, since the only known
ways to construct such a proof make use of a prover with
power to decide languages believed to be outside of BQP.
Thus the question of whether a purely classical verifier
can verify a single quantum prover remains an important
open problem.

Public verifiability.— To conclude this paper, we men-
tion one interesting advantage of our posthoc verification
protocols, namely, a public verifiability. So far, we have
considered the case when Alice is honest and Bob might
be malicious. In cloud quantum computing, however, Al-
ice, in stead of Bob, might be malicious. She might claim
that Bob did not do the correct quantum computing in
order to avoid the payment for the could service, although



Bob was actually honest. In our post hoc scheme, such
an Alice’s malicious attempt does not work, since Bob
can easily prove his innocence by just sending the ground
state to any trusted third party (such as a court).
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Appendiz.— In addition to decision problems, we can
turn our approach to several other types of computa-
tional problem. For example, let us consider the follow-
ing problem:

Given a quantum circuit C composed of initial input
state |0)®" followed by a polynomial number of one- and
two-qubit gates chosen from some standard gate set, let
M be a string obtained by sampling the output of C in the
computational basis. Given a string S, and the promise
that either the probability ps with which S = M is at
least 1 — 6 or at most 1 — § — v for some positive -y, the
probability verification problem is to decide which of these
is the case.

This problem captures the task of deciding whether S
is a likely outcome of the chosen computation described
by C or not. We will restrict attention to the case where ~y
is bounded from below by some inverse polynomial in the
number of qubits strictly greater than zero, since in the
case where the gap can be arbitrarily small this problem
becomes PP-hard. The problem of verifying that S was
produced according to some particular probability dis-
tribution is removed. A simple quantum circuit for this
decision problem is shown in Fig. 1. Measuring the out-
put qubit in the computational basis results in |1) with
probability precisely equal to pg. Provided that v is at
most polynomially small, this decision problem is then
contained within BQP. This procedure can be extended
to amplify the probability of accepting only when pg is
above 1 — § as shown in Fig. 2.
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FIG. 1: A quantum circuit for verifying that S is a possible
output of computation C. The measured qubit is in state |1)
with probability pg. S; is ith bit of S.
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