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Scattering of light by cloud, haze, and fog decreases the transmission efficiency of communi-
cation channels in quantum key distribution (QKD), reduces the system’s practical security, and
thus constrains the deployment of free-space QKD. Here, we employ the wavefront shaping tech-
nology to compensate distorted optical signals in high-loss scattering quantum channels and fulfill
a polarization-encoded BB84 QKD experiment. With this quantum channel compensation technol-
ogy, we achieve a typical enhancement of about 250 in transmission efficiency and build a secure
communication link even considering finite key length effect, while the link is impossible to share
secure keys before optimization. The method applied in QKD system shows the potential to expand
the application range of QKD systems from lossless channels to highly scattered ones and therefore
enhances the deployment ability of global quantum communication network.

PACS numbers: Valid PACS appear here

I. INTRODUCTION

Quantum key distribution (QKD) [1, 2] paves the way
for two legitimate parties (conventionally called Alice and
Bob) to share secret keys. For decades, QKD has devel-
oped rapidly from proof-of-principle experiments to com-
mercial applications [3-16]. QKD is mainly implemented
over fiber-based [5-8] and free-space channels [9-17],
which is the essential part of establishing a global secure
quantum network. The free space QKD channel easily
suffers from the influence of atmospheric turbulence and
optical noise [13, 15, 17-20]. Different from classical op-
tical communication systems, the influence of a quantum
channels cannot be compensated by enhancing the trans-
mitted photon number, which decreases communication
security. Previous studies used the adaptive tracking, at-
mospheric phase correction or post-processing methods
to mitigate the influence of atmospheric turbulence and
optical noise to QKD systems [13, 15, 17-20] and have
achieved significant progress during the last twenty years
and have been successfully demonstrated between satel-
lite and ground over a channel length from 10 km to 1000
km [9-17].

However, most free-space QKD systems were imple-
mented under the conditions that the channel is clearly
seen without haze or fogs and the channel loss is relatively
low and mostly between 10 to 40 dB [10, 12, 13, 15-17].
In more complicated practical channel conditions with,
such as, cloud, dust, haze or fogs, strong scattering effects

may exist and leads to the large transmission loss [21—
26], which can be 60 dB or larger. Distributing secure key
through the scattering-induced high-loss quantum chan-
nel remains to be verified for free-space QKD systems.
In the strong scattering channel, the beam deformation
is much stronger and the beam may even be destructed
into speckles, making the performance of QKD system
decline and even be difficult to share secret keys [21, 25—
28]. Therefore, an effective method for compensating the
strong scattering effects and improving the channel per-
formance is vital to free-space QKD systems.

For classical systems, wavefront shaping methods have
been developed to deal with light field propagation
through scattering media. Wavefront shaping can mod-
ulate the optical field by phase and (or) amplitude and
hence compensate the scattering effect. Commonly used
wavefront shaping methods include transmission matrix
(TM) measurement [29, 30|, digital optical phase con-
jugation (DOPC) [31], and iterative algorithms [32, 33].
Hao et al. proposed a DOPC scheme to increase the
channel efficiency of a classical optical communication
system in 2014 [34]. Also the task of shaping or monitor-
ing quantum states after scattering media has attracted
much attention recently [35, 36]. However, applying the
wavefront shaping methods in QKD through scattering
channels has rarely been studied.

Free space based QKD systems often work under low
signal-to-noise ratio (SNR) and unstable environmental
condition [19, 20]. Because of its simplicity and opti-



mization robustness against noise [33], the genetic algo-
rithm (GA) developed by John Holland [37] has shown
its advantage and has been applied to various of applica-
tions [33, 38-41], e.g., shaping the focused spots through
the scattering medium [33]. In this article, we imple-
ment QKD experiments through strong scattering quan-
tum channels by utilizing the GA wavefront-shaping com-
pensation approach. We applied the anti-noise merits of
GA by monitoring the single-photon detecting signals of
a QKD system, which means there is no need to increase
the system complexity. Experimental results show that
the channel transmission efficiency can be enhanced by
about 250 times via the compensation. As a result, a se-
cure communication link has been constructed even con-
sidering the finite key length effect while there is no se-
cure key rate before optimization. Our work experimen-
tally verifies the feasibility of distributing secret quantum
keys through a strong scattering channel and will expand
its application range.

II. GENETIC ALGORITHM AND
DEMONSTRATION SYSTEMS

A. Scheme of Algorithm and QKD system

To make QKD process possible or enhance the QKD
performance through strong scattering media, transmis-
sion efficiency over scattering channels should be im-
proved while keeping a relatively low quantum bit error
rate (QBER). The solution of this problem will be to
gather the transmitted photons inside a predefined area
and to keep the spot shape as close to Gaussian distri-
bution as possible. The GA wavefront shaping method
has the anti-noise stability and does not need sophisti-
cated apparatus with careful calibration. It searches for
a better solution by emulating the evolution process by
natural selection among the generations in nature. Thus,
GA is a valuable tool to compensate the channel effect
and to optimize the optical field through scattering media
[33, 42]. The fitness function in GA is used to evaluate
the fitness of solution and decides the direction of the
evolution, thus it needs to be chosen to reflect the qual-
ity of each pattern of the population directly. As is shown
in Fig. 1, the primary process of this wavefront-shaping
GA can be divided into four steps:

1. Initialization. At the beginning of optimization, a
group of random patterns that offers the random initial
search of the solution space is generated.

2. Evaluation and ranking. All the patterns are eval-
uated by the fitness function (each pattern gets a score
F;). Then the patterns are ranked in an ascending order
according to their scores.

3. Breeding. The process of generating offspring pat-
terns from initial patterns (the so-called parent patterns)
is then executed. Firstly the parents are selected by using
a roulette method, which randomly selects two among all
parent patterns in the group with the selecting probabil-
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FIG. 1. Flowchart of the GA-based wavefront-shaping com-
pensation method.

ity according to the equation below:

(1)

where K; is the rank of the i-th pattern. At each time,
one offspring pattern is generated according to the equa-
tion of fspring = T x ma + (1 —T) X pa, where T is
a random binary template and ma and pa are the par-
ent patterns selected. The generated offspring, which
combines the possible excellent parts of the parents, is
then mutated by randomly changing the values of a few
pixels of the pattern to expand the searching ability of
the algorithm. In order to compromise between opti-
mization speed and global searching ability, the muta-
tion rate R is set to be exponentially decaying, following
R = (Ry — Rena) X exp(—n/\) + Rend, where Ry, Rend,
and A\ are the initial mutation rate, the final mutation
rate, and the decay factor, respectively.



4. Replacement. The parent patterns of the last half
ranks are replaced by the newly generated offspring ones.
The iterations are performed cyclically until a prefixed
number of optimization.

B. Experimental setup
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FIG. 2. (a) Experimental setup for proof-of-principle QKD
experiment. (b) Conceptual illustration of optimization in
our scheme. Att., optical attenuator; HWP, half-wave plate;
QWP, quarter-wave plate; PBS, polarization beam splitter;
BS, beam splitter; SLM, spatial light modulator; Col., fiber
collimators; SMF, single-mode fiber; Do-D4, single-photon
detectors; FC, fiber collimator.

We verify the validity of the method by two experi-
ments. Firstly, we implement a proof-of-principle BB84
QKD system without scattering medium in the quan-
tum channel (Fig. 2(a)). Two mutually unbiased bases
(MUBSs), the orthogonal (Z) basis and diagonal (X) ba-
sis, are chosen as |H),|V) and |+),|—), respectively.
|H).|V),|+),|—) corresponded to horizontal, vertical,
45° and 135° linear polarization, respectively. These
MUBs are encoded using polarization of photons and re-
alized by a half-wave plate (HWP2) in the system. We
use a coherent laser at the wavelength of 780 nm and a 2.1
mm diameter waist. The laser pulses are attenuated to
the single-photon level before transmitted into the quan-
tum channel using an attenuator (Att.1). Another at-
tenuator (Att.2) and a single-photon detector (SPD, Dy)
are placed at the reflecting port of a beam splitter (BS1)
to monitor the average photon number per pulse into the
quantum channel. A collimator collects the single-photon
signals over the scattering channels to SMF (Col.2), then

the photons are incident into the decoding and detec-
tion module of Bob. The beam splitter (BS2) of Bob
is used to choose measurement basis passively. The up-
per and down paths performed the Z basis and X ba-
sis measurements, respectively. In each path, two HWPs
and a quarter-wave plate (QWP) are used to compensate
for the polarization variation by the SMF. We measure
the total counting rate of the single-photon detectors in
Bob (D;-D4) and the QBER of each polarization state
to characterize the QKD system’s performance. The av-
erage detection efficiency and dark count rate of the SPD
are about 55% and 8.4 Hz, respectively.

Then, we use ground glass diffusers with 120 and 600
grits (Thorlabs, DG20-120 and DG20-600) to simulate
scattering channels with different scattering strength.
For the QKD system with scattering channels, we realize
a single-photon level modulation of the spatial optical
field to optimize the transmission efficiency. For free-
space QKD systems, the single-mode-fiber (SMF) is usu-
ally used as a spatial mode filter to suppress background
noise for the receiver [43, 44]. To improve the perfor-
mance of the quantum channel, the coupling efficiency of
the fiber receiver should also be enhanced. As is shown in
Fig. 2(b), by modulating the spatial field distribution of
transmitted photons, the channel-transmission and fiber-
coupling efficiencies to the single-photon signals can be
optimized generation by generation using GA.

We use a spatial light modulator (SLM, Holoeye,
LETO, with the precision of 0.27) to compensate
the scattering effect of the quantum channel by pre-
modulating the spatial phase of the photon state accord-
ing to the estimated results of GA. A half-wave plate
(HWP1) is adopted to rotate the incident polarization
to match the SLM’s polarization axis. The effective pre-
modulation area of the SLM is divided into 60 x 60 blocks,
each of which is 51.6um x 51.6um. In the initialization
step of the algorithm, we generate 20 random patterns
(population size) as the parent group, among which a
blank pattern is introduced to make sure that the initial
maximum coupling efficiency will not be less than that
without the GA optimization. The blank pattern speeds
up the optimization procedure and provides a fairer eval-
uation of the algorithm’s optimization ability. As pro-
posed in Section II. A, the total single-photon count rate
of Bob reflects the channel efficiency directly and is se-
lected as the fitness function, which is defined as follows,

Dy +Ds+ D3+ Dy
Dy ’

F

(2)

where Dy — D, are the single-photon counting rate of
the corresponding SPDs. By choosing the total count-
ing rate of the four SPDs, we can calculate the relative
ratio of the fitness function over that of the blank pat-
tern to evaluate the system efficiency enhancement with
the optimization procedure. By dividing the transmitted
photon count Dy, we are able to mitigate intensity fluc-
tuation of the light source and make the relative ratio
coming from single-photon detection be more accurate.



After optimization, we execute the QKD procedure and
compare the performance with that before optimization
to evaluate the effectiveness of GA procedure.

IIT. RESULTS AND DISCUSSION

When there is no scattering medium in the quantum
channel, the overall transmission efficiency of the quan-
tum channel between Alice and Bob is 64.5% (about 1.9
dB), which is mainly contributed by the coupling effi-
ciency of the fiber collimator (Col.2 in Fig. 2(a)). After
transmitting through the quantum channel with a 120-
grit scattering medium, the overall transmission loss in-
creased to 62.1 dB. However, the transmission loss over
the scattering channel decreases to 38.0 dB after the op-
timization using the GA with 3000 generations, and the
evolution process of optimization is shown in Fig. 3(a).
By replacing the strong scattering medium with a weaker
one (600 grit), the overall transmission loss of the quan-
tum channel becomes 16.8 dB. After optimized by GA
with 7000 generations, the transmission loss decreases to
14.6 dB. The enhancement of the optimization is shown
in Fig. 3(b).

From the results above, we can see that the channel
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FIG. 3. Optimization results of the scattering channel. (a)
The enhancement of the total photon count of Di-Dy4 in the
optimization process after a 120-grit scattering medium was
added. GA algorithm has made the transmitted power cou-
pling to the SMF a converging curve, indicating the increase
of the transmission efficiency. The horizontal axis is the gen-
eration. (f) The enhancement of the total photon count of
D;-D4 in the optimization process after a 600-grit scattering
medium was added.

transmission loss under the 600-grit scattering medium
without optimization is much lower than that under the
120-grit scattering medium, which indicates that the
scattering effect decreases significantly. Therefore, the
corresponding enhancement under a 600-grit scattering
medium is much lower as well. The evolution processing
show that there exists random fluctuation for adjacent
generations (Figs. 3(a)-3(b)), which is majorly due to the
background noise. However, benefiting from the robust-
ness of GA, this fluctuation only affects the optimization
performance slightly.

We then carry out QKD sessions after evaluating the
optimization performance of the light pulses. According
to Gottesman-Lo-Liitkenhaus-Preskill (GLLP) equation
[45], the asymptotic secure key generation rate of BB84
QKD is

R = maz{qQu[— fecH2(E,) + A1 (1 — Hz(e1))],0}, (3)

where ¢ depends on the QKD protocol and is 1/2 in our
experiment; ), and e, are the gain and QBER of the
signal state; fgc is the error correction efficiency and is
set as 1.15; Hy is the binary Shannon entropy, which is
defined as Hy(z) = —xlogy(z) — (1 — 2)logy (1 — 2); A4
and e; are the fraction and QBER of single-photon sig-
nals, respectively. We estimate the values of A; and e
by adopting the "vacuum + weak decoy-state” method
[46-48], and the photon numbers of the signal state u
and decoy state v are set as 0.6 and 0.2, respectively. Al-
though the decoy states have not been randomly modu-
lated pulse by pulse in this proof-of-principle experiment,
the effectiveness of this evaluation-optimization method
is verified since the comparisons are under the same con-
ditions.

We have also considered the finite-key effect by adopt-
ing the analysis method proposed by C.C.W.Lim et al.
[49]. Additionally, by calculating the upper bound for
the phase error rate of the single photon events in the Z
basis, the secure key rate can be improved further [50].
The secure key rate formula is [49, 50]

21
l=5,0+821—5:1Ha(0,) — Agc — 61logy(

€sec

) — logs(
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where s, o is the number of vacuum events and s, ; is
the number and ¢, is the phase error rate (upper bound)
of single photon events in the Z basis, respectively; €gec
and €., are the security parameters of correctness and
secrecy, respectively; the parameter \pc is the size of the
information exchanged during the error-correction step,
which is set as n. fech(eons), where eqps is the average
of the observed error rates in basis Z. From equation
(4) we can calculate the secure key rate R = [/N, where
N is the sample size sent by Alice (block length) and is
set as N = 4.5 x 10'% in our experiment (In the 120 grit
case we have also considered the case when IV increases
to 1 x 102 in simulation).
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The simulation and experimental secure key rates in
both the asymptotic limit and finite length method with-
out scattering media, for 120-grit and 600-grit scattering
media are shown in Fig. 4(a), (b) and (c), respectively,
all under different channel losses for the scattering chan-
nel. More details of the experimental parameters and
results are shown in the appendix. As shown in Fig. 4,
the introducing of the scattering media leads to a signif-
icant decrease of SKR. Especially, for strong scattering
channel (120 grit), when there is no optimization, the
transmission loss is higher than 60 dB and the scattered
signal photons barely propagate through quantum chan-
nel so that secure key cannot be generated (thus there
is no corresponding curve in Fig. 4(c)). After optimiza-
tion, QKD becomes usable and the SKR is shown by the
black triangles. The asymptotic simulation curve (black
dashed line) shows that the QKD system can support se-
cure key distribution over 70-dB loss channel. However,
when considering finite-length effect, the extreme chan-
nel loss decreases to 64 dB with N = 4.5 x 10'°. By
increasing the sample size to 10'2, the system can sup-
port a secure key distribution over 67 dB. That is, an
effective QKD channel has been built up through the op-
timization process for the strong scattering channel. For
weak scattering channel (600 grit), the SKR enhance-
ment is relatively small. However, it will be crucial for
limit-distance communication.

In order to quantify the optimization effectiveness, we
also measure the beam profiles of transmitted optical
fields through the quantum channel with and without
the scattering medium using a charge-coupled-devices
(CCD) camera. The beam profile and intensity distri-
bution along z axis in front of Col.2 without scattering
medium are shown in Fig. 5(a) and the black triangle
line of Fig. 5(b), respectively. The intensity distribution
along the x axis approximates to the Gaussian distribu-
tion. After transmitting through the quantum channel
with a 120-grit scattering medium, the beam profile in
front of Col.2 is shown in Fig. 5(c), which demonstrates
that the optical field is seriously scattered and the inten-
sity distribution is relatively ”flat” (the blue square line
in Fig. 5(b)). After optimization with GA, the beam pro-
file has been shaped to a sharp spot with a high contrast
of about 100 to the around the area (Fig. 5(d)). The
intensity distribution of the spot is Gaussian-like (red
circle line in Fig. 5(b)), which indicates a good match-
ing of the spatial mode to the SMF fiber and hence the
transmission loss is reduced from 62.1 dB to 38.0 dB.

The speed of proposed optimization process is mainly
limited by the frame rate of the SLM. For free-space
based systems under some practical channel conditions,
such as some types of haze, fog or cloud, the variance
of the channel characteristics are in the time scale of
1s to Imin [22-24]. By replacing the SLM with digital
micro-mirror devices (DMD, with a frame rate of 10kHz
or faster), the GA method can achieve an optimization
from chaos within several seconds (for 1000 optimization
generation). After an optimized solution has achieved, a

feedback with 10-generation optimization can be fulfilled
within 100 ms to track the slow changes of the scatter-
ing characteristic.Some other wavefront shaping methods
like TM method could also require no previous knowl-
edge of the scattering characteristic. In fact, the patterns
needed to measure of GA and TM are at the same level
[29, 33]. For example, for a pattern with 100 x 100 el-
ements, the measurement time of TM method is at the
level of 10%, which corresponds to 500 generations of GA
method with a population of 20 patterns. TM method
also needs software based computation algorithm to get
TM elements, which depends on particular algorithm
and is resource and time-consuming [51, 52]. Compar-
ing with TM method, GA requires much less computa-
tion resource and is simpler to realize. At the same time,
when there exists large background noise, GA can give a
more robust result than that by the TM method [33]. In
free-space QKD system, optical and electrical noise may
become significant in daylight and high-loss-channel sce-
nario [19, 20]. Therefore, the GA optimization method is
hopeful to achieve a real-time correction of the practical
complex scattering channel and to improve the perfor-
mance of practical free-space QKD systems.

The ratio of receiver aperture over scattered beam
size of present system is nearly 100%, which can sup-
port QKD over 1 km to 10 km free-space channel. For
remote distance QKD, especially the satellite-to-ground
QKD, the received beam size will be broadened to 10-
1000 m [12, 53]. This is because of the ultra long channel
length (100-1000 km) and the turbulence effects of atmo-
sphere [53]. The ratio of receiver aperture over scattered
beam size will be less than 1%. The system needs fur-
ther development to be applied to such a smaller ratio of
receiver aperture over scattered beam size. The satellite-
to-ground QKD faces another challenge that the effective
detected signal block size is too small to overcome the
finite-length effect [50]. This can be improved by using
satellites with middle or high orbit (1 thousand to 10
thousand km). In the middle or high-orbit satellite-to-
ground channel, the transmission loss will become much
higher due to the larger beam divergence. To solve this
problem, fast and powerful adaptive methods, such as
GA method with further significant improvement, will
be a potential tool to improve the effective signal count
rate and may make it possible to share secure keys be-
tween satellite and ground.

IV. SUMMARY

We have applied the waveform shaping method to the
QKD system through scattering quantum channels using
GA based on the single-photon-level signals and opti-
mization processing. The proof-of-principle QKD exper-
iment clearly shows that an effective quantum link can
be built through a strong scattering channel using this
method, which can even make the key generation ses-
sions from impossible to possible even considering finite



length effects, which will be crucial for practical QKD
under extreme field conditions. By using modulation de-
vices with higher speed in this method, the system can be
used to provide a real-time correction to the more prac-
tical strong scattering media, such as haze or fogs in the
free space QKD channel. Additionally, this system has
the potential to improve the performance of satellite-to-
ground QKD by further developments. Our study shows
the potentiality to expand the application range of practi-
cal QKD systems and can potentially enhance the global
quantum communication network’s deployment ability.
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Appendix A: Specific Experimental Data and Secure
Key Rates in the Asymptotic Limit

We realized a proof-of-principle decoy-state BB84
QKD experiment over a strong scattering quantum chan-
nel. In the experiment, two mutually unbiased bases
(MUBSs), the orthogonal (Z) basis and diagonal (X) ba-
sis, were chosen as |H),|V) and |+),|—), respectively.
|H).|V),|+),|—) corresponded to horizontal, vertical,
45° and 135° linear polarization, respectively. In the
asymptotic limit, we utilized the ”vacuum + weak de-
coy state” method [46-48]. The lower bound of yield Y3
and the upper bound of QBER e; of the single photon
signals were estimated from the experimental yield and
QBER of signal and decoy states, respectively. The 0.6
and 0.2 photon per pulse were selected as the signal state
1 and decoy state v, respectively.

2 2 2
Lo p , i el
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L,
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Then we calculated the lower bound of average single
photon fraction A; in the GLLP formula (Eq.3 in the

main text) by

Ay T
Qu
where @, E,, @, and E, are the average yields and
QBERs of the signal and decoy states. The experimental
data with/without optimization and with different chan-
nel losses were measured under each scattering length.
The specific experimental values of the losses, Q,, F,,
Q., E, and the secure key rates under different scatter-

ing lengths are shown in the table below.

(A3)



TABLE I. The experimental data of the QKD procedure with the decoy-state method. Labels: Scatt Loss:
Scattering-induced channel loss. Total Loss: The total loss in the channel including the scattering-induced
channel loss and the simulated channel loss by the attenuator. No Scatt: No scattering media. R: Secure Key

Rate.
R R
Optimization Scatt Loss(dB) Total Loss(dB) Qu Qv E, (%) E.(%) (per pulse) (per pulse)
(asymptotic) (finite length)
Without 62.1 62.1 2.2 x 1077 1.2x 1077 24 37 None None
120grit With 38.0 38.0 134 x107°  450x 1075 1.63 2.79 1.85x107% 3.17x 1077
38.0 43.0 467x107% 1.71x107% 295 6.84 3.96x 1077 None
16.8 16.8 1.8989 x 1072 6.2211 x 107* 1.72 2,51 229x107* 1.00 x 107*
Without 16.8 26.8 1.862 x 107 6.26 x 1075 1.87 1.99 255x107° 1.39 x 107°
16.8 36.8 1.93x107° 6.49x107% 227 314 219x10°% 299 x 1077
600grit 16.8 46.8 1.99x107%  80x1077  6.00 12.56 None None
14.6 14.6 3.2224 x 1073 1.0862 x 1072 0.80 0.77 6.43x10~* 3.57x107*
With 14.6 24.6 3.250 x 107* 1.069 x 10°* 0.77  0.81 6.13x107° 2.86 x 1075
14.6 34.6 3.15x107°% 1.10x107° 1.00 154 6.36x107% 2.45x 107"
14.6 44.6 3.38x107% 1.28x107% 337 7.17 3.68x107" None
0 11.9 5.8597 x 1073 1.9355 x 1072 1.02 1.14 1.02x107% 5.73x107*
No Scatt i 0 21.9 5.764 x 107* 1.961 x 10~* 1.05 0.97 1.10x10"* 553 x107°
: 0 31.9 587 x107% 1.94x107° 1.13 144 9.86x107°% 4.26 x 107¢
0 41.9 6.13x107% 2.07x107% 268 622 4.37x10°" None

Appendix B: Finite Size Analysis of the Secure Key
Rates

When considering the finite length effects, we adopted
the method used by [49, 50]. The secure key rates are
calculated based on equation (4), with the lower bound
of the vacuum events of Z basis calculated as,

vn.,
520 2 22, (B1)

where 7, = > e‘kk”%, k = {p,v,0}; Py is the sending
kEr
probability of the corresponding state (the probabilities

of the signal, decoy and vacuum state were set equally as

1/3); nik = %]Z[nz7k + /% n %],Vk € k is the upper
and lower bounds of the number of count of Z basis,
where n, j, is the number of count at Z basis with the

corresponding k state and n, = > n, .
keEr
The lower bounds of the single photon count number

of Z basis and X basis are calculated respectively as,

Tipng, — ”Zo - Z_(nju - S;]O )]

21> B2
Sz1 = uv — 2 (B2)
and
_ + v+ Sz,0
TIR Mgy — Ny o — 2Ny — T
Sun > Moy o0 — i ey = 7)) (B3)

where nzi . and nf . are the upper and lower bounds of
the number of count of Z basis and X basis, respectively.

At the same time, the upper bound of the X basis bit
error rate is calculated as,

" _
mm,u - mz.,()
vpn < 7 M0 (B4)
v
+ k - :
where m; ;= 5-[mg +, /% In Eic], Vk € k is the upper

and lower bounds of the corresponding states in X basis
and my = Y My k.
kEr
Then, the upper bound of phase error rate of single
photon events of Z basis can be calculated as,

Qsz S stl +’7(€a Vz-,l aSI,lvsz.,l)a (B5)
Sx,1 Sm,l
where ~(a,b, ¢, d) = mgin{{“ +
In [a2—exp(—72(c+d)cg2)]
1 d+1 — €sec
3\/1— ST 678 } and e = S In the

expression above T'.(b + &) = c(b+1£)+1 + C_C(bi@_ﬂ and
£€(0,7),c(b+€) € RY, d*(v = €)* > 1.
The average of the observed error rates in basis Z is

calculated by e,ps = 7=, where m, = > myp and my g
- ker
is the error rate of corresponding state in Z basis.
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