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Quantum Diamond Microscope (QDM) magnetic field imaging is an emerging interrogation and12

diagnostic technique for integrated circuits (ICs). To date, the ICs measured with a QDM were either13

too complex for us to predict the expected magnetic fields and benchmark the QDM performance,14

or were too simple to be relevant to the IC community. In this paper, we establish a 555 timer IC15

as a “model system” to optimize QDM measurement implementation, benchmark performance, and16

assess IC device functionality. To validate the magnetic field images taken with a QDM, we used a17

SPICE electronic circuit simulator and Finite Element Analysis (FEA) to model the magnetic fields18

from the 555 die for two functional states. We compare the advantages and the results of three19

IC-diamond measurement methods, confirm that the measured and simulated magnetic images are20

consistent, identify the magnetic signatures of current paths within the device, and discuss using21

this model system to advance QDM magnetic imaging as an IC diagnostic tool.22

INTRODUCTION23

Mapping the magnetic fields from electric current dis-24

tributions in an integrated circuit (IC) is a powerful25

noninvasive probing technique. Magnetic fields can pro-26

vide information about the IC components, layout, and27

materials, as well as device function, fault locations, se-28

cure information leakage, and possible malicious hard-29

ware modifications (Trojans or counterfeits) [1–3]. Ad-30

vances in device fabrication and packaging technologies31

have increased the IC complexity, requiring diagnostic32

techniques that can image devices with weaker electric33

currents and denser layouts, including devices with mul-34

tiple conducting layers and 3D die packaging.35

The Quantum Diamond Microscope (QDM) is emerg-36

ing as a promising IC diagnostic tool [4–6], allow-37

ing for non-destructive, high-resolution, wide-area mag-38

netic field imaging of devices that is an alternative to39

scanning techniques such as superconducting quantum40

interference device (SQUID) microscopy, scanning giant41

magnetoresistance (GMR) microscopy, magnetic force42

microscopy (MFM), or scanning magnetic tunnel junc-43

tion (MTJ) microscopy [7–10]. The QDM uses a layer44

of magnetically-sensitive nitrogen-vacancy (NV) color45

centers in diamond to image the magnetic fields from a46

nearby IC die [4]. QDM magnetic field imaging has47

been used to measure state-dependent magnetic fin-48

gerprints of a field-programmable gate array (FPGA),49

backside imaging of a flip-chip device, and hardware50

Trojan detection [11–13]. Advancement of the QDM51

technique as an IC diagnostic tool will benefit from a52

well-characterized system for benchmarking and opti-53

mizing sensor performance. To date, systems studied54

by the QDM have either been too simple indicate how55

the QDM will perform in operational setting with ICs56

[14, 15] or too complex to model the detected magnetic57

fields and the information they contain [11–13].58

In this paper, we present experimental and compu-59

tational results that map and simulate, respectively,60

the magnetic fields from a commercial bipolar junction61

transistor (BJT) 555 timer IC to benchmark and gauge62

QDM performance (such as magnetic sensitivity and63

spatial resolution). The 555 is an ideal “model sys-64

tem” IC for QDM assessment, since it has ∼10-15 µm65

features that are sufficiently coarse to fully resolve, is66

simple enough to fully simulate, and is also among the67

most widely manufactured ICs [16].68

We used a SPICE electronic circuit simulator69

(PSPICE) and multiphysics Finite Element Analysis70

software (COMSOL) to simulate the current densities and71

magnetic fields of the 555 die for two functional states.72

We measured the magnetic fields of these two states73

using a QDM, achieving micron-scale spatial resolution74

and few-µT magnetic sensitivity in a 1×1 µm2 pixel75

after 1 s. Comparing the measured and the simulated76

magnetic maps, we confirmed that the QDM measured77

the expected magnetic field distributions, and assessed78

the QDM performance for three IC-diamond measure-79

ment configurations. Analyzing the measured and sim-80

ulated magnetic maps, we identified key features and81

current paths in the magnetic maps that correspond to82

the operational subsystems and internal states of the83

IC, showing how QDM measurements can characterize84

the current densities and internal-state information of85

an IC. Finally, we discuss how our results apply to cur-86

rent mapping and failure analysis in other devices.87
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FIG. 1. (a) Schematic of an NV epifluorescence microscope setup measuring a 555 die (bias B111 magnetic field not shown).
(b) NV center in the diamond lattice, with the arrow showing the diamond [111] direction. (c) Energy level diagram of the NV
ground-state magnetic sublevels, indicating the Zeeman effect and the zero-field splitting (∼2870 MHz). (d) Example ODMR
spectrum for diamond Sample A. Each lineshape is split into three peaks due to the 14N hyperfine interaction.

DEVICES AND MATERIALS88

Experimental setup89

In each measurement, we placed a diamond sample90

on the 555 die NV-side down, then placed both in a91

fluorescence microscope (example apparatus shown in92

Fig. 1a). The diamond was illuminated with 532 nm93

laser light either from an angle (side illumination [4])94

or through the microscope objective (epifluorescence il-95

lumination). In the presence of a magnetic field B11196

along the N-V axis (the [111] crystallographic direction,97

which is ∼35° from the diamond surface), the resonance98

frequencies between the ms = ±1 ground-state mag-99

netic sublevels of NVs aligned along the [111] direc-100

tion are shifted by ±γB111, where γ ≈ 28 GHz/T is101

the NV gyromagnetic ratio (Fig. 1b-c). We performed102

optically-detected magnetic resonance (ODMR) spec-103

troscopy by driving microwave transitions between the104

ms = 0 and ms = ±1 sublevels, which reduces the NV105

fluorescence intensity when the microwave frequencies106

are on resonance. Imaging the NV fluorescence inten-107

sity over a range of probe microwave frequencies, we108

obtain an ODMR spectrum for every pixel in camera’s109

the field of view (Fig. 1d). We fit the ODMR spectrum110

in each pixel to extract the frequency splitting between111

the ms = 0 to ±1 transitions, from which we generate112

a map of B111. We applied a static 1.5-2.5 mT bias113

magnetic field along the N-V axis, and we subtracted114

the magnetic field maps taken with and without the115

555 energized to remove any contributions from sources116

other than currents in the 555 device.117
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FIG. 2. (a) White-light optical microscope image of a 555 die, together with external components used to implement a
two-state oscillator. The green box indicates area for cross-section SEM for subfigures (c)-(d). (b) COMSOL model geometry
for simulating a 555 die (silver, black, and green for aluminum, doped silicon, and substrate silicon, respectively), showing
the simulated current density for the output-off state. (c) SEM image of a contact between the aluminum layer and the
doped-silicon layers. (d) Zoom of subfigure (c), which shows details of the metal and doped-silicon layers, which are insulated
by a glassivation layer and an interlayer dielectric.

NV diamond samples118

Our magnetic imaging sensors are two single-crystal119

diamond samples with shallow NV surface layers.120

Both samples (Samples A and B) are 4×4×0.5 mm3
121

electronic-grade diamond substrates with <5 ppb ni-122

trogen density. One surface of Sample A has a 4 µm123

12C-enriched diamond layer with 20 ppm of 14N. NV124

centers were then formed using electron irradiation and125

vacuum annealing [19].126

The NV layer in Sample B was created by broad-127

beam 15N ion implantation with 19 energies to form128

a uniform 1 µm 50 ppm nitrogen layer [18, 20]. Af-129

ter vacuum-annealing to activate NV formation, Sam-130

ple B was laser-cut into smaller pieces (1.14×0.84×0.5131

mm3) to match the 555 die dimensions for two of the132

IC-diamond integration methods, described below. The133

surfaces of both diamonds were prepared by triacid134

cleaning (sulfuric, nitric, and perchloric), after which135

we coated the NV surfaces with 5 nm of Ti to provide136

adhesion for a silver layer, 150 nm of Ag to prevent137

photoexcitation of electron-hole pairs in the device by138

reflecting laser and fluorescence light, and 150 nm of139

Al2O3 to prevent shorting between conductive elements.140

555 timer IC141

The 555 timer circuit was designed in 1971 using a142

BJT architecture, and it quickly became a best-selling143

IC used for a wide range of applications [16]. The144

original design is largely unchanged except for an up-145

dated version that uses complementary metaloxidesemi-146

conductor (CMOS) technology, which requires less cur-147

rent for operation, while the BJT version allows for148

larger current throughput. Here, we studied the RCA149

CA555CE BJT 555 timer [17], a BJT version of the IC150

with ∼10-15 µm features that, when carrying current,151

are sufficiently large to magnetically detect and resolve152

with our QDM.153

The 555 timer die (Fig. 2) has two conducting lay-154

ers: a ∼1.6 µm top aluminum layer and a ∼6.4 µm155

doped-silicon layer, separated by an interlayer dielec-156

tric with contacts between layers. We determined the157
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FIG. 3. (a) Schematic for the 555 device and external components used to simulate currents in the two-state oscillator demo
circuit. We implemented Q19A and Q19B as the two-collector BJT in the manufacturer’s schematic, and used BJTs with two
leads shorted as the diodes [17]. (b) For the output-on state, the cyan line indicates current to Rload and the orange line
indicates current through R02 and Q07. (c) For the output-off state, the magenta line indicates the capacitor discharge current
through Q14 and the green line shows the current draw to the flip-flop and output networks. In both states, the dark blue
line shows the current through three 5 kΩ resistors in series. All schematic components are labeled on the die photo in the
supplemental material [18].

layer thicknesses by cross-sectioning a die that was re-158

moved from its eight-pin dual in-line package (DIP). We159

chemically stained the cross section to reveal the doped160

silicon layer, and imaged using scanning electron mi-161

croscopy [18]. The IC consists of NPN junctions, PNP162

junctions, and doped-silicon resistors arranged into Dar-163

lington pairs, current mirrors, voltage comparators, a164

voltage divider, and a flip-flop (Fig. 3).165

We configured the IC as a two-state oscillator by166

adding three external resistors and a capacitor (Rext1,167

Rext2, Rload, and C1, shown in Fig. 2a) [16–18, 21, 22].168

In this circuit, the voltage across C1 oscillates between169

Vcc/3 and 2Vcc/3. Depending on the C1 voltage and170

the flip-flop state, the 555 device will either be in an171

output-on state (sourcing current to Rload) or an output-172

off state (discharging C1 through the IC to ground). In173
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Fig. 3 we indicate some of the primary current paths174

through the device in each internal state. These current175

paths create visible features highlighted in the QDM176

magnetic images below, which shows how QDM mea-177

surements can collect the internal-state information of178

an IC.179

The oscillation frequency f and duty cycle D are de-
termined by Rext1, Rext2, and C1:

f =
1

ln 2 (Rext1 + 2Rext2) C1
,

D =
Rext2

Rext1 + 2Rext2
.

We chose Rext1 = 1 kΩ, Rext2 = 330 kΩ, and C1 = 47 µF180

to get a ∼20 s period and a 50% duty cycle, confirmed181

with oscilloscope measurements to demonstrate that the182

device was in working condition [18]. During the mag-183

netic imaging measurements, we kept the 555 in the184

output-on state by connecting C1 to ground, or in the185

output-off state by connecting C1 to Vcc.186

IC-DIAMOND INTEGRATION METHODS187

We imaged magnetic fields from the 555 die using188

three IC-diamond integration methods: a top approach189

with a large diamond over the bond wires (Fig. 4a), a190

back approach with a small diamond in the slot of a191

back-thinned die (Fig. 4b), and a top approach with a192

small diamond between the wire bonds (Fig. 4c), or-193

dered from largest to smallest IC-diamond standoff dis-194

tance. Each approach uses a similar NV imaging ap-195

paratus, but they differ in the IC and diamond prepa-196

ration steps. During each measurement, we monitored197

the voltage across Rload to ensure that there were no198

bent bond wires causing a short, light leakage causing199

photocurrent in the die, or other failure modes.200

Method 1: Diamond over wire bonds201

Here we used a diamond (Sample A) larger than the202

die to image the magnetic fields from the entire 555 die203

and the bond wires (Fig. 4a). To minimize the standoff204

distance between the NV layer and the die surface, we205

removed the die from its packaging by placing the IC in206

90% fuming nitric acid at 90 °C for 15 minutes. We then207

rinsed the fully-exposed die with acetone, isopropyl al-208

cohol, and deionized water and removed the bond wires209

using tweezers. We then glued the die to an 8-pin DIP210

breakout board, electrically connected it with 0.001” di-211

ameter gold wedge wire bonds, and installed it into a212

perfboard with the external components.213

We affixed Sample A in the QDM setup (glued to a214

protruding piece of silicon carbide) with the NV layer215

at the microscope focal plane, and illuminated the NV216

layer using side illumination. We positioned the 555 die217

under the NV layer using a stepper-motor translation218

stage, measuring with decreasing standoff distances un-219

til the device stopped working properly, getting stuck220

in the output-on state due to one or more bond wires221

shorting from being compressed by the diamond. Us-222

ing this large 4×4×0.5 mm3 diamond sample facilitates223

mounting it in the microscope setup, but since it is224

larger than the 555 die, the standoff distance was lim-225

ited by the bond wires touching the diamond surface.226

Method 2: Backside thinning227

To prepare the 555 die for this approach, we first228

cut through the back of the packaging and the copper229

ground plane using an Allied X-Prep mill to gain access230

to the backside of the die. We then thinned the exposed231

silicon to 20-30 µm, which was the minimum thickness232

for which the die was still functional. The DIP pins were233

bent 180°, then connected to a perfboard with a mirror-234

flipped layout compared to the layout for Method 1.235

We measured the magnetic map using a236

1.14×0.84×0.5 mm3 piece of Sample B placed on237

the bottom side of the die (Fig. 4b). To avoid shadows238

from the packaging and from the sides of diamond,239

we illuminated the NV layer using epifluorescence240

illumination.241

Method 3: Diamond between the wire bonds242

For this method, we used the wedge-bonded die from243

Method 1, as well as die decapsulation. To expose the244

die while keeping it in the original packaging, we decap-245

sulated a 555 DIP IC using an etch tool (RKD Mega246

Etch) with a custom gasket and fuming nitric acid (95247

°C for 10 seconds to soften the polyimide, followed by248

85 °C for 25 seconds). This removed the packaging ma-249

terial to expose the die while maintaining functionality.250

For the measurement, we used another laser-cut piece251

of Sample B, and again used epifluorescence illumi-252

nation. The main difference in this method is that253

we glued the diamond to a cover slip with UV-curing254

transparent glue (Fig. 4c). Both the diamond and the255

cover-slip were coated with the Ti-Ag-Al2O3 adhesion-256

reflection-insulation layers to prevent light from leaking257

around the sides of the diamond.258

COMPUTATIONAL METHODS259

We developed a finite element simulation of the mag-260

netic fields from the 555 die for the output-on and261

output-off states to evaluate the standoff distance and262

spatial resolution of each measurement, and to check263

that the measured magnetic field maps were consistent264

with what is expected from simulation.265
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Governing equations266

For the output-on and output-off states, the magnetic267

fields generated by the 555 die depend on the current268

density distributions and the material characteristics of269

the device. The dynamics of the ∼20 s period two-state270

oscillator are slow enough for us to treat the output-on271

and output-off states independently in the static limit.272

The current density in the device is given by the conti-273

nuity equation and Ohm’s law:274

∇∇∇ · J = −∇∇∇ · (σ∇∇∇V ) = 0, (1)

where J is the current density in the 555, σ is the electri-275

cal conductivity of the 555 materials, and V is the elec-276

trical potential field resulting from the external circuit277

shown in Fig. 2(a). The magnetic field is determined by278

the static Ampère’s law:279

∇∇∇× ∇
∇∇×A

µ
= J, (2)
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where A is the vector magnetic potential field and µ is280

the magnetic permeability of the 555 materials.281

We sequentially solve the system of governing equa-282

tions (Eqns. 1 and 2) to determine the magnetic field283

maps at different standoff distances. We first solve284

Eqn. 1 to determine the scalar electrical potential field,285

V (r), with the appropriate boundary conditions for V .286

We use Ohm’s law to determine J in the 555, which we287

then use to solve Eqn. 2 for A with appropriate bound-288

ary conditions. We then calculate the magnetic field,289

B(r), using B =∇∇∇×A.290

555 geometry and boundary conditions291

The 555 die model consists of a conducting metal292

layer, a conducting doped silicon layer, and an interlayer293

dielectric to electrically insulate the aluminum from the294

doped silicon as shown in Fig. 2d. Electrical contact be-295

tween the two conducting layers occurs only at specific296

locations on the die to connect the internal device com-297

ponents of the 555.298

We solved the system of governing equations using the299

finite element software COMSOL Multiphysics® version300

5.5, implementing the geometry and material properties301

of the 555. Finite element modeling allows us to include302

the detailed multi-layer geometric features of the 555 die303

with dimensions extracted from the optical microscope304

image in Fig. 2a. Fig. 2b depicts the the full 3D model305

geometry built using COMSOL, with the top metal layer306

in silver, and the doped silicon layer in black. The un-307

doped silicon die is shown in green. The air domain308

above the die that was also included to complete the309

computational domain of the model is not shown.310

The boundary conditions for Eqn. 1 are electrically311

insulating with zero normal current density everywhere312

except for the external boundaries corresponding to the313

eight pins of the device. These pins are connected to an314

external circuit and have voltage determined by the pa-315

rameters of the externally connected circuit components316

in Fig. 2a. The tangential components of the magnetic317

vector potential field A are set to zero for the boundary318

condition of Eqn. 2.319

Material properties and SPICE circuit simulation320

We estimated the electrical conductivities (σ) and the321

magnetic permeabilities (µ) of the 555 internal compo-322

nents from available information about the device. The323

top metal layer was assumed to be aluminum, based324

on the SEM analysis in Fig. 2c-d. We modeled the325
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interlayer dielectric using insulator properties of SiO2.326

We used the magnetic permeability of silicon for all do-327

mains in the silicon layer and estimated the electrical328

conductivity of the resistor and transistor elements. We329

computed resistor conductivities using the resistances330

reported in the 555 circuit schematic in the datasheet331

(Fig. 3a) and the geometrical dimensions of the resistor332

region approximated from the optical images of the die.333

To determine the current in each transistor, we sim-334

ulated the 555 device in the two-state oscillator circuit335

in a SPICE electronic circuit simulator (PSPICE) by336

combining the manufacturer’s schematic with the ex-337

ternal circuit components (Fig. 3a) [17]. We measured338

the 555 external voltages, currents, and dynamics (fre-339

quency and duty cycle) to confirm that the model was340

performing as expected [18], giving us confidence that341

this simulation also predicted the internal behavior cor-342

rectly. The SPICE model provided information about343

the current in each transistor element, from which we344

estimated the electrical conductivities for the relevant345

parts of the die model.346

Numerical implementation and output347

We solved the governing equations using a steady-348

state model in COMSOL, adjusting the mesh resolution349

such that the solution remained constant when chang-350

ing the spatial discretization parameters. A triangular351

mesh with a minimum element size approximately 6%352

of the minimum geometrical feature size was required353

in the neighborhood of the metal, insulator, and semi-354

conducting layers. We coupled the Electric Currents355

(ec) module with the Electrical Circuit (cir) module356

to solve the continuity equation (Eqn. 1) for V (r). The357

external circuit elements in Fig. 2(a), constructed us-358

ing the cir module, set the boundary conditions of359

the finite element computational domain on the pins.360

The output, V (r), from the coupled ec and cir mod-361

ules, determines the current density J(r). We use this362

computed current density as the input to the Magnetic363

Fields (mf) module to solve Ampère’s law (Eqn. 2) to364

determine B(r). The full magnetic field solution al-365

lowed us to calculate the B111(r) field component in366

planes of different standoff distance above and below367

the die, which we used in analysis and comparison with368

measurements.369

RESULTS AND DISCUSSION370

Figures 5-7 show the magnetic maps measured with371

each method, together with a simulated magnetic map372

for comparison. We used the outputs from the COMSOL373
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simulations to determine the standoff distance zfit for374

each measurement. To do this, we created an interpo-375

lating function B111(x, y, z) that is continuous in the376

spatial coordinate variables {x, y, z}, using a set of the377

simulated magnetic field maps generated by the COMSOL378

simulation over a range of altitudes z (up to 100 µm379

from the die surface). We then performed a least-380

squares fit between the measured B111 and the simu-381

lated B111(x, y, z) fit function. The optimal zfit gives382

our NV-die standoff distance and the optimal xfit and383

yfit are spatial offsets between the measurement and the384

simulation. This fit was performed for both the output-385

on and output-off device states, and we found close386

agreement between the measured and the simulated387

magnetic maps. This analysis returned zfit = {71, 26, 4}388

µm standoff distances for the three methods, with a389

{2, 3, 0.3} µm uncertainty for each.390

Figure 5 shows the resulting magnetic field maps mea-391

sured with Method 1 (diamond over wire bonds) at the392

closest possible standoff distance of 71 µm. Since the393

diamond sample is fixed in the QDM apparatus and394

is large compared to the die, this approach allows for395

good heat sinking from pump laser heating, a large im-396

age field of view (including the entire die and the bond397

wires), good stray light protection, and variable-altitude398

measurements. However, the standoff distance is lim-399

ited by the bond wires, which reduces the field strength400

and the spatial resolution. Furthermore, since the bond401

wires are touching the diamond, the fields measured402

from the bond wires are the stronger than those of the403

555 die.404

Figure 6 shows the magnetic field maps measured405

with Method 2 (backside thinning) at a 26 µm stand-406

off distance from the doped-silicon layer surface. These407

magnetic images look different compared to those of the408

other methods since we measure from the back of the409

die (flipped left-right compared to the other die images)410

but keep the same B111 projection direction. Method411

2 benefits from being able to preferentially detect cur-412

rent in the doped-silicon layer with greater signal-to-413

noise ratio and spatial resolution. However, the nec-414

essary die-thinning step may limit the utility of this415

magnetic imaging implementation. Furthermore, due to416

the reduced die thickness and poor thermal conductiv-417

ity of the packaging, the die has poor heat sinking from418

laser heating. This limits the maximum-allowable laser419

power and the magnetic sensitivity for this method.420

Figure 7 shows the magnetic field maps measured421

with Method 3 (diamond between the wire bonds).422

Comparing to the simulated magnetic maps, we deter-423

mined a 4 µm standoff distance for these measurements.424

With this standoff distance we can image the weaker425

currents in the die, which are consistent with the fields426

predicted by COMSOL. This approach had the best stand-427

off distance, spatial resolution, and field strength, and is428

also ideal for imaging dies where the wire bond spacing429

is not a limitation to the standoff distance [11]. How-430

ever, avoiding laser heating is more challenging than431

with Method 1, since heat from the diamond can flow432

to the environment through the silicon carbide mount433

in Method 1.434

Each measurement method achieved a different435

standoff distance to the die, listed in Table I. The spa-436

tial resolution of an NV magnetic imaging measurement437

is influenced by the optical diffraction limit (∼1 µm),438

the standoff distance, and the NV layer thickness [4].439

In this work, the standoff distance (set by the bond440

wires, silicon thickness, or dust on the die surface) was441

the main limitation to the spatial resolution, and is also442

an estimate for the minimum spatial resolution for each443

measurement. As illustrated in Figs. 5-7, decreasing the444

standoff distance enhances the magnetic feature resolu-445

tion in the 555 magnetic maps. Note that the feature446

sizes in the 555 die are coarse enough that measuring447

with a standoff distance smaller than 4 µm would not448

reveal more detail.449

Table I also lists each magnetic noise floor δB111,450

which is the standard deviation of the measured mag-451

netic fields in the field of view when measuring with452

the 555 disconnected, after subtracting a background453

measurement. These δB111 values are normalized to454

a 1×1 µm2 pixel size and a 1 s experiment duration.455

Sample A has a better magnetic sensitivity than Sam-456

ple B, due to its NV fluorescence contrast, resonance457

linewidth, and fluorescence intensity being better [18].458

To quote the projected best-case δB111 if using Sample459

A, we also evaluated δB111 for Method 2 and Method 3460

when using Sample A in the same conditions. For com-461

parison, Table I also lists the maximum B111 at each462

standoff distance, from which we can calculate a maxi-463

mum signal-to-noise ratio (SNR) by dividing by δB111.464

Note that some experiments had an SNR < 1 while the465

images in Figs. 5-7 had an SNR > 1 because of longer466

averaging times (typically 10 minutes to 1 hour). The467

SNR improves with closer standoff distance, though the468

maximum B111 improves slower than 1/z (as with cur-469

rent in an infinite straight wire) for z . 25 µm because470

of the finite size of the conductors. We also convert471

the δB111 and zfit to a current sensitivity δI and a sur-472

face current density δK in Table I assuming an infinite473

wire or an infinite sheet of current along the +x direc-474

tion, respectively [18]. When measuring static currents,475

the reported δI and δK sensitivities can be enhanced476

with coarser pixel size and longer experiment duration477

(compared to 1×1 µm2 pixel size and 1 s experiment478

duration).479

SIMULATION AND MEASUREMENT480

ANALYSIS481

Figures 5-7 highlight magnetic features for the key482

current paths (Fig. 3), which tell us about the 555 inter-483

nal behavior in different states. For Method 1 (Fig. 5),484
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Standoff
distance zfit

δB111

(1 s, 1×1 µm2)
Max B111

from device
Max B111 SNR
(1 s, 1×1 µm2)

δI
(1 s, 1×1 µm2)

δK
(1 s, 1×1 µm2)

Method 1 71 µm 8.0 µT 42 uT 5 3.1 mA 16 A/m

Method 2 26 µm
160 µT

(4.0 µT)
98 µT

0.6

(25)

23 mA

(560 µA)

310 A/m

(7.7 A/m)

Method 3 4 µm
100 µT

(3.6 µT)
220 µT

2

(61)

2.2 mA

(75 µA)

200 A/m

(6.9 A/m)

TABLE I. Performance comparison for the three integration methods, where δB111, δI, and δK are the magnetic field,
current, and surface current density noise floors. Method 1 quotes the performance of Sample A and Methods 2 and 3 quote
the performance for Sample B. The numbers in parentheses are projected for the more sensitive Sample A diamond if used
for Methods 2 and 3.

0

100

50

0

100

50

0

100

200

300

500 μm
0

100

200

300

Vcc

Output

Disch.

Ground

Output-on measurement
→

|K| (A/m)

Output-off measurement

Output-on simulation

Output-off simulation

→
|K| (A/m)

→
|K| (A/m)

→
|K| (A/m)

FIG. 8. Output-on and output-off surface current density | ~K|, from Method 1 measurements (Fig. 5) and from COMSOL

simulation. The | ~K|maps calculated from the measurement have broadened features, since we suppress high spatial frequencies

to suppress measurement noise. Here we show the simulated | ~K| for the metal layer only; the measurement can not tell the
difference between current in the two conducting layers. The black arrows show the primary current input/output points for
the device, and the circled regions show current paths in Fig. 3 (with the same colors).

the strongest magnetic field signatures come from cur-485

rent flowing from Vcc to Rload (cyan) and as the capac-486

itor discharges through the die to ground (magenta).487

In addition, we see weaker magnetic features as current488

flows through R02 and Q07 as part of a current mirror489

in the output-on state (orange) and as other compo-490

nents draw current seen in the output-off state (green).491

Although these features are coarse due to the standoff492

distance, these magnetic images can still be converted493

to surface current density maps (Fig. 8) that are con-494

sistent with those of Fig. 3. The Method 2 magnetic495

images (Fig. 6) also have magnetic features from the496

above current paths, though with the improved stand-497

off distance, we also see hints (vertical stripes) of the498

0.67 mA of current through the three 5 kΩ resistors in499

series (R07, R08, and R09, dark blue). For compari-500

son, the Method 3 magnetic images (Fig. 7) also show501

current going to the 5 kΩ resistors, though the field502

from the resistors themselves is less prominent. Fur-503

thermore, this method has the most pronounced mag-504

netic features for currents supplying additional compo-505

nents on the left side of the die (green), including for506

the output-on case. By analyzing these magnetic fea-507

tures, calculating the forward-model and inverse-model508

magnetic field and current density maps, and correlat-509

ing these with the schematic and die layout, we confirm510

that the anticipated internal current paths are present511

for 555 states.512
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Using the B111 measurements in Fig. 5, and approxi-513

mating the 555 die currents as a 2D sheet, we calculated514

the surface current densities {Kx,Ky}. To do this, we515

used a Fourier analysis approach to compute the mag-516

netic inverse problem needed to reconstruct the surface517

current densities from the measured B111 maps [23–26].518

We used a 71 µm standoff distance (known from the for-519

ward model), zero-padded the original magnetic map to520

help suppress edge artefacts, and applied a Hann filter521

in the frequency domain with λ = 1.5 × 71 µm cutoff522

wavelength to suppress measurement noise with high523

spatial frequencies.524

Figure 8 shows the resulting | ~K| surface current am-525

plitudes of this inverse-problem analysis. Comparing526

with the surface current densities calculated by the527

COMSOL simulation, we see good agreement, though the528

calculated | ~K| are broadened due to the standoff dis-529

tance and the cutoff wavelength. The primary current530

paths (also drawn in Fig. 3) give rise to the magnetic531

features highlighted in the measurements and simula-532

tions, and this inverse-problem analysis shows how we533

can correlate the magnetic image information with cur-534

rent paths in the 555 die.535

CONCLUSION AND OUTLOOK536

The QDM is a promising magnetic field diagnostic537

tool for integrated circuits that has micron-scale spa-538

tial resolution, millimeter-scale field of view area, and539

can operate at ambient conditions. In this paper we540

have appraised the performance of the QDM to measure541

fields from the die of a 555 timer using three measure-542

ment configurations and compared the measurement543

outputs to a finite element simulation. Comparing the544

experimental and computational outputs for the mag-545

netic field shows good consistency, demonstrating that546

the QDM is capturing the expected magnetic field in-547

formation available from the IC without being notice-548

ably affected by artefacts or systematics [27]. We also549

identified magnetic features and current paths in the550

measured and simulated results, confirming that we can551

glean accurate information about the internal current552

phenomena. Finally, since it has a few-micron feature553

size, up to 220 µT magnetic field strength near the sur-554

face, and is feasilble (but also nontrivial) to simulate,555

the 555 is an ideal device with which to characterize and556

evaluate the QDM performance and techniques when557

used to sense electric currents in ICs.558

These full-circuit simulation and measurement results559

establish a foundation from which to advance and op-560

timize the state of the art of the QDM as a diagnostic561

tool for ICs. Continued work will explore how to clas-562

sify measured magnetic maps using image analysis tech-563

niques (for example, using a structural similarity index564

measure or machine learning classification) to quickly565

identify working, faulty, and counterfeit ICs [11]. Since566

the QDM measures the magnetic fields from all pixels in567

parallel, this instrumentation can be extended to mea-568

suring IC dynamics as a magnetic movie (to study a569

free-running 555 die, for example), or can be modified570

to measure MHz- or GHz-frequency fields using NV AC571

magnetometry techniques [28, 29]. Finally, since NV572

centers are also sensitive to temperature, one could mea-573

sure a temperature increase due to resistive heating if574

the diamond sample is touching the IC. However, since575

the diamond is a good thermal conductor, is heated by576

the pump laser, and may have strain inhomogeneity,577

this might have only limited success in practice.578

Comparing with the scanning SQUID microscope (a579

standard tool for imaging magnetic fields in electron-580

ics), the advantages for the QDM approach include bet-581

ter standoff distance and spatial resolution (compared582

to 50-100 µm), the ability to measure all pixels simul-583

taneously with a camera (instead of raster-scanning),584

operation in ambient conditions, and better reliability585

(nearly 100% uptime). However, a SQUID microscope586

can image a larger area (∼10 cm compared to a few587

mm, limited by the diamond size) and has a better588

single-pixel magnetic sensitivity (∼20 pT/
√

Hz), mak-589

ing it better suited to measuring weaker currents with590

a larger standoff distance [30].591
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