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Einstein-Podolsky-Rosen (EPR) steering is the explicit demonstration of the fact that the mea-
surements of one party can influence the quantum state held by another, distant, party, and do
so even if the measurements themselves are untrusted. This has been shown to allow one-sided
device-independent quantum-information tasks between two remote parties. However, in general,
advanced multiparty protocols for generic quantum technologies, such as quantum secret sharing
and blind quantum computing for quantum networks, demand multipartite quantum correlations of
graph states shared between more than two parties. Here, we show that, when one part of a quantum
multidimensional system composed of a two-colorable graph state (e.g., cluster and Greenberger-
Horne-Zeilinger states) is attacked by an eavesdropper using a universal cloning machine, only one
of the copy subsystems can exhibit multipartite EPR steering but not both. Such a no-sharing re-
striction secures both state sources and channels against cloning-based attacks for generic quantum
networking tasks, such as distributed quantum-information processing, in the presence of uncharac-
terized measurement apparatuses.

I. INTRODUCTION

Einstein-Podolsky-Rosen (EPR) steering [1] is a unique
part of EPR non-locality [2]. It determines which states
can be remotely prepared at one location, by performing
a measurement at another. Since its operational defini-
tion introduced by [3], this “spooky action at a distance”
appears to be a subtle form of quantum correlation in-
termediate between entanglement and Bell non-locality.
Recently, this operational formulation has been utilized
to exploit EPR steering to perform quantum key distri-
bution [4] even if one party’s measurement devices are un-
trusted. Quantum information, however, involves many
other types of applications. Indeed, in general, many
quantum-information tasks inevitably require transmit-
ting, sharing or processing quantum information between
more than two spatially separated quantum nodes, repre-
senting separated quantum systems, via quantum chan-
nels [5–8], which together form distributed quantum net-
works.

The multipartite quantum correlations present in
graph states [9, 10] are thought to act as an impor-
tant resource; a type of fuel that powers a wide range of
quantum strategies and protocols for networking tasks,
including distributed quantum-information processing,
such as quantum secret sharing (QSS) [11–14], univer-
sal measurement-based quantum computation (MBQC)
[15–19], quantum error correction codes (QECC) [20–22],
and blind quantum computing (BQC) [23, 24]. Quantum
metrology takes advantage of this fuel as well, to offer
higher precision than classical methods [25], such as a
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quantum network of clocks [26]. Graph states are even
used to establish the basic building blocks for general
modular architectures of quantum networks [27]. An N -
qudit (quantum d-dimensional systems) graph state can
be represented by a graph G(V,E) [9, 10, 16, 28]. In
general, the graph G comprises the vertex set V with
a cardinality |V | = N , representing the qudits, and the
edge set E each of which joins two vertices, represent-
ing interacting pairs of qudits; see Fig. 1. If the vertices
of the graph G can be divided into q sets, and the ver-
tices of each set are given a color, such that adjacent
vertices have different colors, then the graph is called a
q-colorable graph [9, 10]. See Appendix A.1 for a detailed
illustration of graph states for q = 2.

Compared with the many broad formulations, and po-
tential applications, of quantum technologies, there is,
so far, only a very preliminary conceptual understanding
of multipartite EPR steering [29]. While detecting the
steerability of multipartite systems [30–32] and genuine
multipartite EPR steering [29, 33] is possible, the fun-
damental issue of the role of such high-order EPR steer-
ing in securing quantum-information processing involv-
ing multiple participants remains unclear. Very recently,
for relatively small numbers of participants, genuine tri-
partite steering for pure three-mode Gaussian states [34]
was shown to empower a partially device-independent
QSS protocol [35]. Moreover, many entangled systems
in graph states have been created and manipulated co-
herently in various experimental implementations [36–
40]. The technological challenges facing the eventual re-
alization of quantum technology suggests that they will
inevitably rely on uncharacterized facilities and involve
partially untrusted participants. While verification pro-
tocols of multipartite entanglement in the presence of
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FIG. 1. (Color online). Graph states for quantum networks.
Graph states are created from a graph-state source, such as
the star-graph states shown here, with the goal of using them
for quantum-information tasks. Each qudit is sent from the
source to the corresponding quantum node through a quan-
tum channel to implement said task, such as QSS [11–14] or
MBQC [15–19]. Whereas, for BQC [23, 24], a specific ini-
tial state is sent from quantum nodes to the source for cre-
ating blind graph states. This construction is the essence of
the modular and plug-and-play quantum network architecture
[27].

untrusted parties, based on entanglement witness, have
been proposed, these protocols are task-oriented and
currently limited to Greenberger-Horne-Zeilinger (GHZ)
states [41, 42]. On the other hand, according to the op-
erational definition of EPR steering [3], verifying steer-
ability not only assures that the particles shared with the
trusted parties are truly entangled but also excludes the
presence of untrusted participant in the tasks. There-
fore, such a physical model of steering can be utilized
in the context of the trusted-untrusted-participant sce-
nario of various distributed quantum-information tasks.
However, does the higher-order EPR steerability of graph
states preserve the security of quantum-information pro-
cessing in such imperfect circumstances?

Here, in order to tackle the issue of security of quantum
networks, we reveal the no-sharing of multipartite EPR
steering for any two-colorable graph states [9, 10, 43],
which include cluster states and GHZ states (i.e., star-
graph states) as prominent illustrations of this class of
graph states for quantum technologies [10–27, 44–46].
Our scenario for identifying such no-sharing character-
istics requires only the minimum of two local measure-
ment settings for each quantum node, and can be ap-
plied to general quantum-information protocols based on
normal local operations and classical communication, for
instance, QSS, MBQC, and BQC, mentioned earlier.

We start with a definition of graph states in Schmidt
form. Details of ideal graph states and the Schmidt de-
composition are provided in Appendix A. In Sec. II we
then define multipartite steering and introduce a measur-
able criterion for the presence of steering in such states
based on mutual information. In appendix B we pro-

vide a concrete example, a complete derivation of the
criterion in the Schmidt bases, and its tolerance to noise.
In Sec. III we use this criterion to show that multipar-
tite steering cannot be shared by a cloning machine, and
thus its observation can be used to verify the security
of a network, which is explicitly derived in Appendix C.
Concrete examples based on QSS, MBQC, and BQC are
illustrated in Sec. IV. Moreover, the steering is shown
to set a lower bound on the key rate in the problem of
QSS with a complete derivation provided in Appendix D.
In Sec. V we finish with the implications of our results
for general quantum networking tasks that demand two-
colorable graph states [10–27]. Insights and outlook of
our work have been summarized in Sec. VI.

We assume that, after being created from a graph-
state source (Fig. 1), N qudits (with dimension d) of the
two-colorable graph state |G2〉 are individually sent to
N parties of quantum nodes. In the trusted-untrusted-
participant scenario, the N parties are divided into two
groups, say As and Bs. With respect to this given bipar-
tition, As and Bs can perceive that the state |G2〉 con-
nects them together through correlations between qudits,
as described by the Schmidt form [43]

|G2〉 =
1√
d

d−1∑
v=0

|v〉Asm ⊗ |v〉Bsm , (1)

where A(S)
sm = {|vAm〉Asm |vAm ∈ v} and B(S)

sm =
{|vBm〉Bsm |vBm ∈ v} are the orthonormal bases for
As’s and Bs’s qudits with m = 1, 2 for two different
Schmidt bases, respectively, and v = {0, 1, ..., d − 1}.
Since there are d nonvanishing terms in the Schmidt form,
the Schmidt rank [47] of the graph state is d. See Ap-
pendix A.2 for the derivation of the Schmidt decomposi-
tion (1).

II. EPR STEERING BETWEEN
MULTI-QUANTUM NODES

In order to concretely represent the multipartite EPR
steering of the state |G2〉 (1), we consider a general model
to describe states in the presence of uncharacterized mea-
surement apparatuses. In our scenario, two possible mea-
surements can be performed on each particle (mk = 1, 2
for the kth particle), and each local measurement has d

possible outcomes, v
(mk)
k ∈ v. That is, each party can

implement quantum measurements of observables with
the nondegenerate eigenvectors {|0〉k,1 = |0〉k , |1〉k,1 =

|1〉k , ..., |d− 1〉k,1 = |d− 1〉k} for mk = 1 and {|0〉k,2 =

F̂k |0〉k , |1〉k,2 = F̂k |1〉k , ..., |d− 1〉k,2 = F̂k |d− 1〉k} for

mk = 2, where F̂k is the quantum Fourier transformation
(see detailed definition in Appendix A.1). We assume
that the measurement devices used by the parties in As
are uncharacterized, i.e., untrustworthy. In the worst
case, As’s measurement outcomes may be randomly gen-
erated from the measurement apparatuses themselves. In
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general, an unqualified source of the graph state, or noisy
channels, may also lead to the same effect. Classical sim-
ulations, under the assumption of realism, can then de-
scribe the measurement results of As, which empowers
As’s ability to mimic the target state according to clas-
sical realism. Such an ability makes EPR steerability a
strictly stronger quantum correlation than entanglement,
which corresponds to the trusted-trusted-participant sce-
nario in terms of operational definitions. In this case,
with respect to a given bipartite splitting of the N par-
ties, say α, the final state of the N particles can be spec-
ified by classical realistic theories, which predict that the
particles are in a state belonging to a fixed set

{v(1)k , v
(2)
k , λα|∀k ∈ as}, (2)

where the random variable λα corresponds to an un-
known quantum state ρλα shared by the parties in Bs,
and as denotes the indexing set for the parties in As.

The final states of the N -particle system may de-
pend on unknown sources of randomness from the mea-
surement apparatuses, graph-state source or channels,
such that the above deterministic scenario becomes a
probabilistic one. For a given bipartition α, they
can then be characterized by the state probabilities,

Pα(v
(1)
k , v

(2)
k , λα|∀k ∈ as), to be

ρBs =
∑

v
(1)
k ,v

(2)
k

∑
λα

Pα(v
(1)
k , v

(2)
k , λα|∀k ∈ as) ρλα. (3)

If a state can offer stronger correlations between As and
Bs than any strategies involving ρBs for all possible λα,
which can be explained by classical realistic theories in
the presence of uncharacterized measurement appara-
tuses, we say that it possesses multipartite EPR steer-
ability. Typically, intricate optimization processes are
needed to characterize multipartite EPR steerability in
(3), and thus a practical way to efficiently detect EPR
steering for large scale quantum systems is still an open
problem. Here in order to circumvent this difficulty, we
utilize the Schmidt decomposition [43] introduced above
and the entropic uncertain relation [48, 49] to propose an
efficient criterion to verify multipartite EPR steerability.

For all two-colorable graph states, |G2〉, there are steer-
ing correlations between As and Bs which cannot be
mimicked by the states ρBs Eq. (3). We first use the defi-
nition of information shared between As and Bs to certify
that the non-classical mutual dependence between the
results of As’s and Bs’s measurements on |G2〉 is larger
than the dependence of Bs’s measurement outcomes on
the state ρBs . Hence the ability for As to steer Bs’s state
is confirmed if the mutual dependence between the mea-
surement results of As and Bs is stronger than the depen-
dence of Bs’s measurement outcomes on the state ρBs .
This steering condition can be concretely represented in
terms of the mutual information as follow,

IAsBs ≡
2∑

m=1

IAsmBsm >

2∑
m=1

IλαBsm , (4)

where

IAsmBsm = Hm(Bs)−Hm(Bs|As),

and

IλαBsm = Hm(Bs)−Hm(Bs|λα).

Such steering criterion generalizes the existing steering
condition for two qudits [50, 51] to multipartite systems.
We assume that each particle is locally measured by its
holder, and the parties, who implement quantum mea-
surements, can perform positive operator valued mea-
surements (POVMs) with sets of measurement operators
composed of locally measurable operators, Asm and Bsm,
that are extracted from and commutative with the ele-
ments of the Schmidt bases A(S)

sm and B(S)
sm [43]. See Ap-

pendix B.1 for a detailed example. The measurement
outcomes of As and Bs: {as,1, bs,1} and {as,2, bs,2}, are
then obtained from the measurements which corresponds
to (As1,Bs1) and (As2,Bs2), respectively. They are used
to determine the entropy of Bs’s outcomes:

Hm(Bs) = −
∑
bs,m

P (bs,m) log2 P (bs,m),

and the entropy conditioned on As’s results:

Hm(Bs|As) =
∑
as,m

P (as,m)Hm (Bs|as,m) .

For the two-colorable graph states, |G2〉, here we de-
rive the overall correlation between As and Bs in terms of
mutual information using corresponding quantum mea-
surements, Asm and Bsm. The entropy of Bs’s outcomes
are

H1(Bs) = H2(Bs) = log2 d,

and the entropy conditioned on As’s results are

H1(Bs|As) = H2(Bs|As) = 0.

Therefore, the mutual information of As’s and Bs’s mea-
surements become

IAs1Bs1 = IAs2Bs2 = log2 d.

We can thus obtain,

IAsBs = 2 log2 d. (5)

This result can be easily seen from the example of the
3-qubit star-graph state given in Appendix B.1. These
two-colorable graph states held by trusted parties with
perfect conditions are useful resources for a variety of
quantum-information tasks, such as QSS [11–14], MBQC
[15–19], and BQC [23, 24].

In addition, since the unknown quantum state ρλα
satisfies the entropic uncertainty relation under the two
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FIG. 2. (Color online). Sharing multipartite EPR steering
with a quantum cloner. The party Cs with an ancilla C′s (not
shown) wants to share the multipartite EPR steerability of
|G2〉, between the groups As and Bs, by using a quantum
cloning machine. See Appendix C for detailed discussions.

POVMs, Bs1 and Bs2, which are complementary to each
other [48, 49]:

H1(Bs|λα) +H2(Bs|λα) ≥ log2 d, (6)

the steering criterion (4) then puts a bound on IAsBs as

IAsBs > log2 d. (7)

It is clear that, from the above derivation, the trusted and
untrusted roles of As and Bs can be exchanged. Hence,
given the knowledge of which group is trusted, the crite-
rion (7) negates the possibility that either As’s or Bs’s
measurement results can be classically simulated. As
shown in Appendix B.2, the steering condition can also

be described in the Schmidt bases (A(S)
sm ,B

(S)
sm ). More-

over, the criterion (7) is robust against white noise, in-
dependent of the number of participants, N . See the
detailed discussions in Appendix B.3.

III. NO-SHARING OF MULTIPARTITE EPR
STEERING

A universal cloning machine can produce a clone of
an unknown state with high fidelity [52]. This result of
quantum mechanics has significant implications in under-
standing quantum systems and profound applications in
quantum information. Here we use it as an eavesdropping
attack as used on the protocols of quantum cryptography
[53].

Suppose As’s and Bs’s qudits are in a state |G2〉 and,
before receipt, Bs’s qudits are sent to a universal cloning
machine [52, 53]. A third party, Cs, with an ancilla C ′s,
receives some of the output qudits of the cloning machine
(see Fig. 2). We examine the mutual information between
the results of measurements of Bs and Cs with those of
As, where As, Bs and Cs implement the complementary

measurements A(S)
sm , B(S)

sm and C(S)
sm , respectively, on their

qudits in the Schmidt bases (see Appendix B.1 and B.2).
Hence, we derive the following relationship between the

Quantum node with 
trusted 

measurement device

Quantum node with 
untrusted 

measurement device

FIG. 3. (Color online). Quantum networks under both
a quantum cloner attack and with untrusted measurements
for quantum nodes. In addition to the cloning attack, the
quantum-node holders may lose control over their measure-
ment devices such that the system state may be in ρBs (3)
in the worst case. For concreteness, it may happen in QSS
where the untrusted parties in the group Bs attempt to use
their own measurements and the cloner to obtain knowledge
of As’s key without collaboration with the rest of the trusted
parties in Bs. The no-sharing of multipartite EPR steering
can be used to secure QSS by excluding such possibility with
the criteria (7) and (8).

mutual information of Bs and Cs with As

2∑
m=1

IAsmCsm +

2∑
m=1

IAsmBsm ≤ 2 log2 d, (8)

for any multipartite graph states |G2〉, including the sim-
plest two-qudit graph state [51]. See Appendix C for
details of the derivation.

The criterion (8) reveals that, when the correlation be-
tween the qudits shared by As and one of the two groups,
say Bs, is identified as steering by Eq. (7), the steering
effect provides stronger correlations than the mutual de-
pendence between As and Cs that cannot be replicated
by a quantum cloning machine. To explain intuitively,
criterion (8) concretely describes the total correlation
that As can share with Bs and Cs individually under
cloning attacks. The importance of criterion (8) is fur-
ther supported by the criterion (7) to confirm the steer-
ability. In other words, multipartite EPR steering powers
this type of non-classical mutual information between As
and Bs that cannot be shared with the third party, Cs,
by a universal quantum cloner. Hence the criteria (7, 8)
can be used to rule out both untrusted participants and
cloning-based attacks for quantum networks, and thus
can be exploited to secure a variety of quantum network-
ing tasks (see Fig. 3).

IV. SECURING DISTRIBUTED
QUANTUM-INFORMATION PROCESSING

The no-sharing of multipartite steering has direct ap-
plications to quantum information protocols involving
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FIG. 4. (Color online). The lower bound of secret key rate
RL derived from noisy graph states. As demonstrated, the
reduction in RL by white noise (with intensity p) on |G2〉 is
independent of N . RL can be increased by increasing d. This
trend is comparable to the increase in the certified multipar-
tite steering with d, i.e., the noise tolerance of the criterion
(7) (Appendix B.3). Here the measurements used for creat-
ing secret keys, Asm and Bsm, are extracted from Schmidt

bases A
(S)
sm and B

(S)
sm [43] and satisfy the uncertainty relation

under the two POVMs [48, 49] as introduced above, and each
POVM is composed of two operator elements respectively.
See Appendix B.1 for details. Note that, for any cases where
IAsBs−log2 d < 0, the corresponding key rates are set as zero.

multiple participants. For example, for quantum compu-
tation, following the MBQC protocol [15–19], we assume
that, As and Bs share a state |G2〉, and that the inputs
for a computation task are prepared by measurements on
the qudits held by As. The outputs of the computation
can then be obtained by performing local operations on
Bs’s qudits according to As’s measurement results. The
criterion (7) can quantitatively describe how the statisti-
cal dependence between As’s inputs and Bs’s outputs in
terms of the mutual information IAsBs go beyond the
“cheating scenario” using the states ρBs . In particu-
lar, the criteria (7) and (8) together imply that such de-
pendence between inputs and outputs cannot be copied
by the eavesdropper to deduce the computation result,
which secures the quantum computation task. This con-
cept and method can be extended and applied to BQC as
well, to enable a client, who delegates a computation to a
quantum server [23, 24], to evaluate the uncharacterized
facilities of the server and the security of the underlying
quantum networks.

In addition to quantum computation, the no-sharing
restriction plays an important role in securing QSS [11–
14] and related applications, such as third-man quantum
cryptography [12, 55] in the presence of untrusted par-
ticipants. For example, As is a dealer who sends a key
to Bs. All the parties in Bs are required by As to collab-
orate to decode the key. If we assume that the dealer is
trusted and Cs is the eavesdropper who uses a quantum
cloner to attack the quantum network between As and
Bs, the lower bound of the secret key rate for As and Bs
can be determined by the Devetak-Winter formula [56]:

R ≥ IAsmBsm − χAsmCsm , (9)

where the Holevo quantity is defined by

χAsmCsm ≡ S(ρCsC′s)−
d−1∑

vAm=0

P (vAm)S(ρCsC′s|vAm).

Here S(ρCsC′s) is the von-Neumann entropy of the re-
duced state ρCsC′s , and ρCsC′s|vAm is the state conditioned
on As’s result vAm. Note that the role of Cs can also
be played by the untrusted parties in Bs, who lie about
their measurements and use the quantum cloner to obtain
maximal knowledge of the dealer’s key without collabora-
tion with the trusted parties, as described in the uncon-
ditional security proof for partially device-independent
QSS protocols [35] (see Fig. 3).

Using a similar method as employed in Eq. (8) (see
Appendix D for a complete derivation), we can arrive at
the following lower bound for the secret key rate

R ≥ IAsBs − log2 d. (10)

The multipartite steerability for systems with arbitrary
party number identified by the criteria (7, 8) guarantees
that Bs is trustworthy, and As and Bs can establish a
secret key with a nonzero rate, by which the importance
of multipartite steering to QSS for tripartite systems [34]
and even arbitrarily large systems can be appreciated.

Note that the magnitude of the mutual information
IAsBs , beyond the steering threshold log2 d, determines
the lower bound of the key rate:

RL = IAsBs − log2 d.

As shown by Eq. (8), the attack of the quantum cloner
can decrease the mutual information IAsBs and then re-
duce the lower bound of the key rate RL. For the worst
case, the error due to the quantum cloner even causes
zero key rate, RL = 0. Such an error can be quanti-
tively described by a value called the critical disturbance
of the quantum cloner [53], Dc, and can be numerically
determined, as shown in Appendix D. For example, we
have Dc ≈ 11% for d = 2. This exactly coincides with the
existing result based on the best eavesdropping with a co-
herent attack for bipartite quantum key distribution [54].
Therefore, the attack with a cloning machine is optimal
for this case. While it is not clear whether a quantum
cloner is optimal for attacks on quantum networks with
more than two participants, N > 2, the optimal result
for N = 2 illustrates that there exists a deep relationship
between the security of quantum communication and the
no-cloning theorem. The criterion on the key rate (10)
based on the attack with a quantum cloner and the no-
sharing of multipartite EPR steering could play a crucial
role in ultimately securing generic quantum networking
tasks.

In addition to the errors from the quantum cloner, any
destructive influence on the steering reduces the lower
bound of the key rate. See Fig. 4 for concrete illustrations
with noisy graph states. When transmitting graph states
without suffering from any loss or interference, the key
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rate achieves the maximum: R = log2 d, independent of
the qudit number.

It is worth noting that testing the criterion (7) requires
only two local measurement settings for each quantum
node, which is naturally suitable for generic quantum-
information protocols using graph states. For instance,
the measurements As and Bs can be chosen to coincide
with those required in a MBQC task [15–19].

V. GENERAL QUANTUM NETWORKING
TASKS

In addition to distributed quantum information, all the
graph-state-based networking tasks require the distribu-
tion of graph states. The criteria (7,8) enables a task ver-
ifier or trusted participants to actively examine whether
the received states are capable of preventing eavesdrop-
pers from learning any task information with a quantum
cloner, as demonstrated by the examples of MBQC, BQC
and QSS. This secures both state sources and channels
against cloning-based attacks.

VI. CONCLUSION AND OUTLOOK

We have developed a formalism to explore the role
of multipartite EPR steerability of two-colarable graph
states in securing distributed quantum-information tasks
and showed that such high-order EPR steering cannot
be shared by an eavesdropper using a universal quantum
cloning machine, even in circumstances where a set of
untrusted participants are involved. With a series of ex-
amples we illustrated how multipartite steering powers
distributed quantum-information processing in a secure
manner. We expect that our criteria secure the initializa-
tion of network nodes in the joint graph states for generic
quantum networking tasks.

This conclusion motivates several questions for fu-
ture work: apart from two-colorable graph states shown
here, does this quantum characteristic exist in any graph
state? If this is the case, how do we confirm its existence
in an experimentally efficient way? Moreover, in addi-
tion to multipartite steering, are the entropy-based cri-
teria (7, 8) useful for verifying genuine multipartite EPR
steerability of graph states? Finally, because the assump-
tion of a trusted group is made for the steering criterion
(7), how a verifier, such as the dealer in QSS, can per-
form a reliable and objective evaluation of which node
can be identified as trusted or untrusted becomes critical
for large-scale networking tasks. The error and imper-
fections in the creation and manipulation of graph states
grow with the system size, which increases the partici-
pants’ uncertainty about the created states and the to-
tal quantum network. This question poses an interesting
and significant challenge for partially device-independent
applications.
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Appendix A: Two-colorable Graph states

1. State vectors

A two-colorable graph has vertices that can be divided
into two sets, where each set corresponds to a color such
that adjacent vertices relate two different colors, such as
star and chain graphs. See Fig. 1 and Fig. 5. For a given
two-colorable graph G(V,E) [9, 10] used for networking
tasks, an edge, (i, j) ∈ E, corresponds to a unitary two-
qudit transformation among the two qudits (vertices) i
and j,

U(i,j)=

d−1∑
v=0

|v〉ii〈v| ⊗ (Zj)
v, (A1)

where {|v〉i |v ∈ v}, with v = {0, 1, ..., d − 1}, is an or-
thonormal basis of the ith qudit and

Zj =

d−1∑
v=0

ωv |v〉jj〈v| , (A2)

with ω = exp(i2π/d). The state vector of the target
two-colorable colorable graph state can be obtained by

applying U(i,j) to an initial state |F0〉 =
⊗N

k=1 F̂k |0〉k
[28] according to the edge set E:

|G2〉 =
∏

(i,j)∈E

U(i,j) |F0〉 , (A3)

where F̂k is the quantum Fourier transformation defined

by F̂k |v′〉k =
∑d−1
v=0 ω

v′v |v〉k /
√
d.

Regarding the topology of two-colorable graphs, it
has been shown that genuine multipartite entanglement
[43] and genuine multipartite Einstein-Podolsky-Rosen
(EPR) steering [33] for states close to all two-colorable
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graph states |G2〉 can be efficiently identified with two
local measurement settings. This feature has also been
used in deriving the entropic criterion for multipartite
EPR steering (7) and the relationship (8).

2. The Schmidt form of |G2〉

For a bipartite splitting of N quantum nodes of a N -
qudit two-colorable graph state, one always can find a
vertex in the As subsystem, let us say the ith qudit (i ∈
VAs), with vertices in the Bs subsystem forming edges
(i, j) ∈ E, where j ∈ VBs . VAs and VBs denote the set of
vertices of the subsystems As and Bs, respectively, where
|VAs | + |VBs | = |V | = N . See Fig. 5(e). When the ith

qudit is represented in the basis {|v〉if = F̂i |v〉i |v ∈ v},
the state vector of the graph state reads [43]:

|G2〉 = d−
|N(i)|

2

∑
v1,...,vN ;sik

.
=0

[|vi〉if
⊗
k∈VAs

(|vk〉a |vk〉k)]⊗ [
⊗
k∈VBs

(|vk〉b |vk〉k)], (A4)

i
j

(e)

(a) (b)

(c) (d)
As

As

As

Bs

Bs

As Bs

FIG. 5. (Color online) Two-colorable graph states. (a) Five-
qudit star graph state. (b) Five-qudit chain graph state. The
vertices of these graphs can be divided into two sets. The
vertices of each set can be given a color such that adjacent
vertices have different colors, as shown in (c) and (d). An
edge, (i, j) ∈ E, corresponds to a unitary two-qudit transfor-
mation U(i,j) (A1) to cause non-classical correlation between
qudits (e). The Schmidt form of a graph state, such as the
star graph (e), with respect to As-subsystem (golden) and
Bs-subsystem (green) can be shown by first choosing a qudit
in As (the ith qudit shown here) and then following the in-
troduced procedure to find the state vector (A4) for the final
Schmidt decomposition (A5).

where sik = −vi +
∑
k∈N(i) vk. The state vectors |vk〉a

and |vk〉b are composed of qudits in VAs and VBs , respec-
tively, and accompanied by |vk〉k for k ∈ N(i), where
N(i) is the set of vertices that form edges with the ith
vertex. For instance, we have N(i) = 4 in Fig. 5(e).

Since the connection between vi, vj and vk for k ∈ N(i)
is constrained by sik = −vi+

∑
k∈VA vk +

∑
k∈VB vk

.
= 0,

where
.
= denotes equality modulo d, the state vector (A4)

can be explicitly represented as

|G2〉 =
1√
d

d−1∑
v=0

|v〉Asm ⊗ |v〉Bsm , (A5)

where

|v〉Asm = d−
|VAs |−1

2

∑
v1,...,vN ;sikv

.
=0

|vi〉if
⊗
k∈VAs

(|vk〉a |vk〉k), |v〉Bsm = d−
|VBs |−1

2

∑
v1,...,vN ;sk

.
=v

⊗
k∈VBs

(|vk〉b |vk〉k), (A6)

sikv = −vi +
∑
k∈VAs

vk + v, and sk =
∑
k∈VBs

vk. The

state vectors |v〉Asm’s and |v〉Bsm’s constitute two or-

thonormal bases A(S)
sm = {|v〉Asm} and B(S)

sm = {|v〉Bsm}.
Hence the above representation is the Schmidt form of
|G2〉, as shown in Eq. (1) in the main text. Note that the
subscript m = 1, 2 reminds that the state |G2〉 can be

represented in two different Schmidt bases (A(S)
sm ,B

(S)
sm ),

which are complementary to each other.
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Appendix B: Steering Criterion

1. Measurements in the steering criterion

The design of the measurements required to implement
the steering criterion (7) is based on the characteristics of
the two-colorable graph states represented in the Schmidt
bases (A5). For all two-colorable graph states, only the
minimum two local measurement settings (As1,Bs1) and
(As2,Bs2) are sufficient to verify multipartite EPR steer-
ing.

The measurement outcomes {as,1, bs,1} and {as,2, bs,2}
obtained from the measurements (As1,Bs1) and
(As2,Bs2), respectively, are used to determine the
mutual information IAsBs for the steering criterion.
Here Asm and Bsm are general as POVMs. The POVM
operator elements for each POVM depend on the type
of the bipartite splitting and the characteristics of the
target graph state, and each POVM operator element
can be locally measured on individual quantum nodes.
These operators are extracted from the basis vectors

(A6) of the Schmidt bases A(S)
sm and B(S)

sm such that they
are commutative with the measurement operators in the
Schmidt bases. Moreover, when measuring with the two
POVMs, Bs1 and Bs2, which are complementary bases,
the entropic uncertainty relation (6) always holds for the
quantum states ρλα [see Eq. (3)].

To elaborate, here we give a concrete example of a 3-
qubit star-graph state, where qubit 1 in As is connected
with qubit 2 and qubit 3 in Bs. According to (A5,A6),
its state vector can be expressed as

|Gstar〉 =
1√
2

1∑
v=0

|v〉Asm ⊗ |v〉Bsm ,

where

A
(S)
s1 = {|0〉As1 = |0〉1 , |1〉As1 = |1〉1},

B
(S)
s1 = {|0〉Bs1 = |++〉23 , |1〉Bs1 = |−−〉23},

A
(S)
s2 = {|0〉As2 = |+〉1 , |1〉As2 = |−〉1},

B
(S)
s2 = {|0〉Bs2 =

1√
2

(|00〉23 + |11〉23),

|1〉Bs2 =
1√
2

(|01〉23 + |10〉23)},

and |±〉 = (|0〉 ± |1〉)/
√

2. By examining the Schmidt

bases, A
(S)
s1 , B

(S)
s1 , A

(S)
s2 , and B

(S)
s2 , we then obtain the

following POVMs in the locally measurable bases:

As1 = {|0〉11〈0| , |1〉11〈1|},
Bs1 = {|++〉2323〈++|+ |+−〉2323〈+−| ,

|−+〉2323〈−+|+ |−−〉2323〈−−|},
As2 = {|+〉11〈+| , |−〉11〈−|},
Bs2 = {|00〉2323〈00|+ |11〉2323〈11| ,

|01〉2323〈01|+ |10〉2323〈10|}.

It is clear that these POVM operator elements are com-
mutative with the Schmidt bases such that Eq. (5) holds,
and the trusted and untrusted roles of As and Bs can be
exchanged. Following the same procedure, our method
can be easily extended to the graph states with arbitrary
N and d.

2. Criterion in the Schmidt bases

In addition to the steering criterion in the form (7)
under the measurement settings (Asm,Bsm), the steer-
ing condition can also be concretely represented in terms
of the mutual information under the Schmidt bases
(A(S)

sm ,B
(S)
sm ) as follow,

I
(S)
AsBs

≡
2∑

m=1

I
(S)
AsmBsm

>

2∑
m=1

I
(S)
λαBsm

, (B1)

where I
(S)
AsmBsm

and I
(S)
λαBsm

are the mutual information
between their results derived from the measurements
A(S)
sm and B(S)

sm in the Schmidt bases. The measurement

outcomes of A
(S)
s and B

(S)
s : {a(S)s,1 , b

(S)
s,1 } and {a(S)s,2 , b

(S)
s,2 },

are then obtained from the measurements which corre-
sponds to (A

(S)
s1 ,B

(S)
s1 ) and (A

(S)
s2 ,B

(S)
s2 ), respectively. The

entropy of Bs’s outcomes and the entropy conditioned
on As’s results are therefore derived from these measure-
ment results. In addition, since the unknown quantum
state ρλα satisfies the entropic uncertainty relation under

the two complementary bases, B
(S)
s1 and B

(S)
s2 [48, 49], the

steering criterion (B1) in the Schmidt bases becomes

I
(S)
AsBs

> log2 d. (B2)

For any two-colorable graph states, as illustrated in
Eq. (5), quantum measurements on the qudits can show
that

I
(S)
AsBs

= 2 log2 d.

Therefore, their dependence is stronger than the correla-
tion between Bs and ρBs .

3. Noise tolerance

To examine the steering criterion from the viewpoint
of robustness against noise, we consider the minimum
amount of uncolored noise added to |G2〉 such that the
noisy state cannot be identified by the steering criterion
(7), i.e.,

IAsBs = log2 d.

Suppose that, in the presence of white noise, the pure
state |G2〉 becomes

ρG2
(p) =

p

dN
Î + (1− p) |G2〉〈G2| ,
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FIG. 6. (Color online). Noise tolerance of the steering cri-
terion: IAsBs > log2 d, for arbitrarily two-colorable graph
states.

where p is the intensity of uncolored noise. The noise tol-
erance of criterion (7) is quantified by the noise threshold
pnoise, such that if p < pnoise then

IAsBs(ρG2(p)) > log2 d.

See Fig. 6. Here the Asm and Bsm are extracted from
Schmidt bases (A6) and satisfy the uncertainty relation
under the two POVMs [48, 49] as introduced above, and
each POVM is composed of two operator elements. It
is worth noting that this certification is independent of
the node number N , and becomes more robust against
noise as the dimension of the quantum nodes (qudits)
increases.

Appendix C: No-sharing of multipartite
Einstein-Podolsky-Rosen steering

In what follows, we will prove Eq. (8) introduced in
the main text for no-sharing of multipartite EPR steer-
ing. This criterion describes the relationship between the
mutual information of Bs and Cs with As. First, we con-
sider |G2〉 to be an input of a quantum cloner. See Fig. 2.
After cloning [52, 53], the output state of the total system
becomes

|Ψ〉AsBsCsC′s =

d−1∑
j,k=0

√
γjk |Ψjk〉AsBs |Ψj,d−k〉CsC′s ,

(C1)
where

|Ψjk〉n′n =
1√
d

d−1∑
v=0

ωvk |v〉n′1 |v +d j〉n1 , (C2)

with |Ψ00〉n′n = |G2〉 for (n′, n) = (As, Bs), (Cs, C
′
s), and

+d denotes addition modulo d. The qudits of As and Bs
are in the reduced state

ρAsBs =

d−1∑
j,k=0

γjk |Ψjk〉AsBsAsBs〈Ψjk| , (C3)

and Cs’s qudits with the ancilla C ′s have the reduced state

ρCsC′s =

d−1∑
j,k=0

γjk |Ψj,d−k+1〉CsC′sCsC′s〈Ψj,d−k+1| . (C4)

The mutual information between As and Bs of the re-
duced state ρAsBs is

I
(S)
AsmBsm

= log2 d+

d−1∑
t=0

qtm log2 q
t
m, (C5)

where qt1 =
∑d−1
k=0 γtk and qt2 =

∑d−1
j=0 γj,d−t+1. The vari-

ables qtm denote the probabilities of observing vBm −
vAm = t or vBm − vAm = t − d, for t ∈ v [54]. Their
sum is then

2∑
m=1

I
(S)
AsmBsm

= 2 log2 d−
2∑

m=1

H(qtm). (C6)

To determine the mutual information, I
(S)
AsmCsm

, be-

tween the results of measurements A(S)
sm and C(S)

sm , we
first consider the mutual dependence between vAm and
the results derived from measurements on Cs’s qudits and

ancilla C ′s by their mutual information I
(S)
Asm(CsmC′sm). It

is clear that

I
(S)
AsmCsm

≤ I(S)Am(CsmC′sm). (C7)

In addition, I
(S)
Asm(CsmC′sm) is constrained by the Holevo

bound by

I
(S)
Asm(CsmC′sm) ≤ χAsmCsm , (C8)

where the Holevo quantity is

χAsmCsm = S(ρCsC′s)−
d−1∑

vAm=0

P (vAm)S(ρCsC′s|vAm).

Here, the von-Neumann entropy of the reduced state
ρCsC′s is defined by

S(ρCsC′s) = −
d−1∑
j,k=0

γjk log2 γjk ≡ H(γ). (C9)

ρCsC′s|vAm is the state conditioned on As’s result vAm,
and the von-Neumann entropy of which is

S(ρCsC′s|vAm) = −
d−1∑
t=0

qtm log2 q
t
m ≡ H(qtm). (C10)

In order to derive the upper bound of I
(S)
Asm(CsmC′sm)

by examining the difference between S(ρCsC′s) and∑d−1
vAm=0 P (vAm)S(ρCsC′s|vAm), we substitute γj,d−k =

g(j, k)qj1 into qt2 =
∑d−1
j=0 γj,d−t, where

∑d−1
k=0 g(j, k) = 1,



10

and then obtain qt2 =
∑d−1
k=0 g(t, k)qk1 . For each t all

g(t, k) = qt2 shows the maximum of the difference. Then
we have

H(γ) = H(qt1) +
∑
t

qt1H(f(t)) = H(qt1) +H(qt2). (C11)

With Eqs. (C7)-(C11), the upper bound of the mutual

information I
(S)
AsmCsm

is then shown as

I
(S)
AsmCsm

≤ H(qt1) +H(qt2)−H(qtm),

which implies that

2∑
m=1

I
(S)
AsmCsm

≤
2∑

m=1

H(qtm). (C12)

Combining Eq. (C6) with Eq. (C12), we obtain

2∑
m=1

I
(S)
AsmCsm

+

2∑
m=1

I
(S)
AsmBsm

≤ 2 log2 d. (C13)

For the simple bipartite case N = 2, the above relation
recovers the criterion used by Chiu et al. [51] to show
no-cloning of EPR steering. For general N ≥ 3, since the
measurement operators in the Schmidt bases and those
in the locally measurable bases Asm, Bsm and Csm com-
mute with each other, we have the relations

2∑
m=1

I
(S)
AsmCsm

=

2∑
m=1

IAsmCsm (C14)

and

2∑
m=1

I
(S)
AsmBsm

=

2∑
m=1

IAsmBsm . (C15)

Thus, through Eqs. (C13-C15), we arrive at Eq. (8):

2∑
m=1

IAsmCsm +

2∑
m=1

IAsmBsm ≤ 2 log2 d,

As the correlation between the qudits shared by As and
Bs, is identified as multipartite steering by Eq. (7), the
mutual dependence between As and Cs then cannot show
the steering effect.

Appendix D: Lower bound of the secret key rate for
quantum secret sharing blue and the critical

disturbance of the quantum cloner

To determine the lower bond of the secret key rate
for QSS, as described by Eq. (9) [56], we consider the
following quantity

IAsmBsm −maxχAsmCsm .
From Eqs. (C9-C11,C15,C14) and

IAsmBsm = log2 d−H(qtm), (D1)

we get maxχAsmCsm = 2 log2 d− IAsBs −H(qtm). There-
fore we obtain the following lower bound of the secret
rate

RL = IAsBs − log2 d, (D2)

as shown in Eq. (10). The multipartite steerability iden-
tified by the criterion (7) then enables As and Bs to col-
laboratively generate a secret key with a nonzero rate.
Combined with the noise tolerance obtained above, we
can thus find the lower bound of secret key rate RL de-
rived from noisy graph states, as illustrated in Fig. 4 in
the main text.

Equation (D2) can be used to evaluate the critical dis-
turbance of the quantum cloner that makes RL = 0.
We first note that the variables qtm for t 6= 0 quanti-
tatively describe the errors introduced by the cloner. See
the explanation for the qtm in Eq. (C5). Then, suppose
that the quantum cloner is phase-covariant [53] which
copies equally well the states of both bases, we have
H(qt1) = H(qt2) = H(D), where

H(D) = −(1−D) log2(1−D)−D log2

D

d− 1
, (D3)

and D = 1 − q0m is the disturbance due to the attack of
quantum cloner. With H(D), the critical disturbance,
Dc, for RL = 0, can be derived by solving the equation

(1−Dc) log2(1−Dc) +D log2

Dc

d− 1
= −1

2
log2 d. (D4)

For example, the critical disturbance is Dc ≈ 11.00% for
d = 2, and Dc ≈ 15.95% for d = 3.
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