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Practical quantum communication (QC) protocols are assumed to be secure provided implemented
devices are properly characterized and all known side channels are closed. We show that this is not
always true. We demonstrate a laser-damage attack capable of modifying device behaviour on-
demand. We test it on two practical QC systems for key distribution and coin-tossing, and show
that newly created deviations lead to side channels. This reveals that laser damage is a potential
security risk to existing QC systems, and necessitates their testing to guarantee security.

Cryptography, an art of secure communication, has
traditionally relied on either algorithmic or computa-
tional complexity [I]. Even the most state-of-the-art clas-
sical cryptographic schemes do not have a strict math-
ematical proof to ascertain their security. With the ad-
vance of quantum computing, it may be a matter of time
before the security of the most widely used public-key
cryptography protocols is broken [2]. Quantum commu-
nication (QC) protocols, on the other hand, have theoret-
ical proofs of being unconditionally secure [3HJ]. In the-
ory, their security is based on the assumption of modeled
behaviour of implemented equipment. In practice, the
actual behaviour often deviates from the modeled one,
leading to a compromise of security as has been seen so
far in case of quantum key distribution (QKD) [I0HI6].
However, it is widely assumed that as long as these devi-
ations are properly characterized and security proofs are
updated accordingly [5], [I7], implementations are uncon-
ditionally secure. In this work we show that satisfying
this during the initial installation only is not enough to
guarantee security. Even if a system is perfectly char-
acterized and deviations are included into the security
proofs, an adversary can still create a new deviation on-
demand and make the system insecure.

Before going into details on how the adversary may do
it, let’s consider a few examples of deviations and their
consequences. For example, a calibrated optical attenua-
tor is required to set a precise value of the outgoing mean
photon number p in the implementations of ordinary
QKD [18, 19], decoy-state QKD [20], coherent-one-way
QKD [21], measurement-device-independent QKD [22],
continuous-variable QKD [23], digital signature [7], rela-
tivistic bit commitment [8], coin-tossing [24] and secret-
sharing [9] protocols. An unexpected increase of this
optical component’s attenuation may cause a denial-of-
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service. However, a reduction in attenuation will in-
crease 1, leading to a compromise of security via attacks
that rely on measurement of multi-photon pulses [25] [26].
E.g., in QKD and secret-sharing this will allow eaves-
dropping of the key, and in bit commitment cheating the
committed bit value. Some implementations use a detec-
tor for time synchronization [8] O] 18] 19, 21H24]. Desen-
sitizing it may result in the denial-of-service. However,
several implementations require a calibrated monitoring
detector for security purposes [8, 9] [I8] 19, 211, 23] 24].
A reduction in its sensitivity may lead to security vul-
nerabilities such as a Trojan-horse attack that reads the
state preparation [27]. This leaks the key in QKD, in-
creases the cheating probability in coin-tossing [20], leaks
the program and client’s data in quantum cloud comput-
ing [6] and allows forging of digital signatures [7]. Many
implementations use beamsplitters and rely on their pre-
characterized splitting ratio (e.g., [8, 1821, 23] 24]). A
shift in the splitting ratio may lead to either the denial-
of-service or security vulnerabilities (e.g., [28] or one of
the above-mentioned attacks). A shift in characteristics
of a phase modulator or a Faraday mirror may create im-
perfect qubits that will result in the denial-of-service or
a breach in security [14} [15] [29]. If the dark count rate of
single-photon detectors is increased, it may lead to the
denial-of-service [30]. Even in device-independent QKD
(DI-QKD) [31], the absence of information-leakage chan-
nels and memory is assumed [32]. Thus, there is a risk
these assumptions may be compromised by deviations in
device characteristics. To give a speculative illustration,
let’s suppose detectors in DI-QKD emit light on detection
[33H35], and to prevent this leaking information about
detection results, spectral filters and optical isolators are
added to the devices. Then, unexpected deviations in
characteristics of the latter components become impor-
tant for security. In summary, quantum communication
systems rely on multiple characteristics of many compo-
nents for their correct operation, and a deviation might
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FIG. 1. Attack on fiber-optic system Clavis2. (a) Experimental setup. The system consists of Alice and Bob connected
by a lossy fiber communication channel (simulated by variable optical attenuator VOA3). Bob sends to Alice pairs of bright
coherent optical pulses, produced by his laser and two fiber arms of unequal length [I8] [I9]. Alice uses fiber beamsplitters to
divert parts of incoming pulse energy to monitoring detector Dpuise, synchronization detector Dgync and line-loss measurement
detector D¢yw. She prepares quantum states by phase-modulating the pulses, reflecting them at a Faraday mirror and attenuating
to single-photon level with VOA1. Bob measures the quantum states by applying his basis choice via phase modulator and
detecting outcome of quantum interference with single-photon avalanche photodetectors. Eve’s damaging laser is connected
to the channel manually. BPF, bandpass filter. (b) Pulse-energy-monitoring photodiode before and after damage. Brightfield
microphotographs show top-view of decapsulated photodiode chips. The last two samples have holes melted through their
photosensitive area. Scattered dark specks are debris from decapsulation.

lead to severe security consequences.

In classical communications, there is no real concern
about the possibility of a shift in device characteristics.
Classical devices’ security-critical parts can be physically
separated from the communication channel and isolated
from physical access by the adversary [37]. However the
front-end of a quantum communication system is essen-
tially an analog optical system connected to the channel
(at least, at our present level of the technology), and is
easily accessible by the adversary. The latter can shoot
a high-power laser from the communication channel to
alter system component characteristics via laser dam-
age [30]. The question is what will this achieve? Will
the adversary break some component needed for opera-
tion and cause the denial-of-service (which is not a use-
ful outcome for her), or will she change some compo-
nent in such a way as to facilitate a compromise of secu-
rity? Further, will the security compromise be only pos-
sible in theory or be practical with today’s technology?
This cannot be predicted in advance, because system im-
plementations contain many components and their laser

damage thresholds and failure behavior are generally not
precisely known. To assess the risk for quantum com-
munications, we have performed tests on two extensively
characterized, completely different and widely used im-
plementations: a commercial fiber-optic system for QKD
and coin-tossing with phase-encoded qubits [I8] [19], and
a free-space system for QKD with polarization-encoded
qubits [20]. In both systems, we have unfortunately ob-
served the best possible outcome for the adversary. After
the laser damage, the systems’ security has become com-
promisable with today’s technology.

Laser damage in fiber-optic system. As a represen-
tative of a fiber-optic quantum communication imple-
mentation, we chose a plug-and-play QKD [18] and loss-
tolerant quantum coin tossing (QCT) [24]. Both were
implemented using a commercial system Clavis2 from
ID Quantique [T9]. In both cases, Bob sends bright light
pulses to Alice. Alice randomly encodes her secret bits by
applying one out of four phases (0, 7, m, 37”), attenuates
the pulses and reflects them back to Bob [Fig. [[(a)]. The
security of both protocols requires an upper bound on the
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FIG. 2. Attack on free-space QKD system. (a) Experimental setup. QKD receiver Bob consists of two lenses L1, L2
reducing input beam diameter, 50:50 beamsplitter BS, and two arms measuring photons in HV and DA polarizations using
polarizing beamsplitters PBS [16],[20]. Photons are focused by lenses L3 into multimode fibers leading to single-photon detectors.
Setup drawing is not to scale. Eve’s apparatus contains a scanning laser source that tilts the beam angle (¢,0) by laterally
shifting lens L4. Green marginal rays denote initial Eve’s alignment, replicating the alignment Alice-Bob at ¢ = 6§ = 0. Red
marginal rays show a tilted scanning beam missing fiber cores V, H, A, but coupling into D. Eve’s damaging laser source can
be manually inserted in place of the scanning source. Att., attenuator; PC, polarization controller. (b) Spatial filter before
and after damage. Darkfield microphotographs show front view of the pinhole. See Supplemental Section IV [36] for real-time

video recording of laser damage to the pinhole inside Bob.

mean photon number g coming out of Alice. Otherwise,
an eavesdropper Eve can perform a Trojan-horse attack
[27] by superimposing extra light to the bright pulses on
their way to Alice from Bob. If Alice is unaware of this
and applies the same attenuation, then light coming out
of her has a higher p than allowed by the security proofs
[5], making the implementations insecure. It is thus cru-
cial for the security of both protocols that Alice monitors
the incoming pulse energy. This is achieved by employing
a pulse-energy-monitoring detector [Dpyise in Fig. a)].
A portion of the incoming light is fed to Dpuise such that
whenever extra energy is injected, an alarm is produced
[26]. The sensitivity of Dpyise is factory-calibrated, thus
closing the side-channel associated with the Trojan-horse
attack.

Our testing showed that this countermeasure is vul-
nerable to laser damage. During normal QKD operation,
we disconnected the fiber channel Alice-Bob temporarily
and connected Eve [Fig.[I[a)]. She then injected 1550 nm
laser light from an erbium-doped fiber amplifier for 20—
30 s, delivering continuous-wave (c.w.) high power into
Alice’s entrance. 44% of this power reached the fiber-
pigtailed InGaAs p-i-n photodiode Dpyise (JDSU EPM
605LL), and damaged it partially or fully. It became ei-
ther less sensitive to incoming light (by 1-6 dB after 0.5
1.5 W illumination at Alice’s entrance) or completely in-
sensitive (after > 1.7 W). The physical damage is shown
in Fig. (b) No other optical component was damaged

at this power level. We repeated the experiment with 6
photodiode samples. In half of these trials, QKD con-
tinued uninterrupted and kept producing more key af-
ter we reconnected the channel back to Bob, as if noth-
ing has happened. In the other half, a manual software
restart was needed. However, in all the trials the dam-
age was sufficient to permanently open the system up
to the Trojan-horse attack. As modeled in Ref. 26| in
the QKD protocol, Eve can eavesdrop partial or full key
using today’s best technology if the sensitivity of Dpyise
drops by more than 5.6 dB. In the QCT implementa-
tion, a sensitivity reduction by 2.6 dB can increase Bob’s
cheating probability above a classical level, removing any
quantum advantage of coin-tossing. Laser damage thus
compromises both the QKD and QCT implementations.
See Supplemental Section I [36] for details.

Laser damage in free-space system. As a represen-
tative of free-space quantum communication, we chose
a long-distance satellite QKD prototype operating at
532 nm wavelength [20] employing Bennett-Brassard
1984 (BB84) protocol [3]. At each time slot, Alice ran-
domly sends one out of four polarizations: horizontal
(H), vertical (V), +45° (D), or —45° (A) using a phase-
randomized attenuated laser. Bob randomly measures in
either horizontal-vertical (HV) or diagonal-antidiagonal
(DA) basis, using a polarization-beamsplitter receiver
[Fig. 2[(a)]. It has been shown in Ref. [I6] that an eaves-
dropper can, in practice, tilt the beam going towards Bob
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FIG. 3. Efficiency-mismatch side-channel opened after laser damage in free-space QKD system. Each pair of
3D-2D plots shows normalised photon detection efficiency 7 in a receiver channel versus illuminating beam angles ¢ and 6.
(a) Before laser damage, the angular dependence is essentially identical between the four channels [16]. Plot for one channel
(V) before damage is shown. (b) After the laser damage, the four receiver channels H, V, D, A exhibit unequal sensitivity to
photons outside the middle area around ¢ = 6 = 0. The last plot shows angular ranges for targeting the four detectors that

satisfy conditions for the faked-state attack.

by an angle (¢, 8) such that the beam misses, partially or
fully, the cores of fibers leading to three detectors while
being relatively well coupled into the core leading to the
fourth detector, as illustrated in Fig. (a). This happens
because real-world optical alignments are inherently im-
perfect and manufacturing precision is finite. By send-
ing light at different spatial angles, the eavesdropper can
have control over Bob’s basis and measurement outcome
and steal the key unnoticed [I3] [16], 38]. This attack can
be prevented by placing a spatial filter or ‘pinhole’ at the
focal plane of lenses L1 and L2, as shown in Fig. 2{(a) [16].
Since the pinhole limits the field of view, any light enter-
ing at a higher spatial angle is blocked and Eve no longer
has access to the target angles required to have control
over Bob. As was demonstrated in Ref. [16 a pinhole of
25 um diameter eliminates this side-channel by making
the angular efficiency dependence identical between the
four detectors [Fig. [3[a)].

Our testing showed that this countermeasure is de-
stroyed by laser damage. From a distance of 26.1 m,
we shot an 810 nm collimated laser beam delivering a
10 s pulse of 3.6 W c.w. power at the pinhole inside
Bob’s setup. The intensity there was sufficient to melt
the material (13 pm thick stainless steel) and enlarge the
hole diameter to ~ 150 um. The state of the pinhole
before and after damage is shown in Fig. b), and a
real-time video of the damage process is shown in Sup-
plemental Section IV [36]. Although Bob was up and
running in photon counting mode during the test, none
of his other components were damaged. With this larger
pinhole opening, it was again possible to send light at an-
gles that had relatively higher mismatches in efficiency,
as shown in Fig. [3(b). This enabled a faked-state attack
under realistic conditions of channel loss in 1-15 dB range
with quantum bit error ratio (QBER) < 6.6%. Thus laser
damage completely neutralizes this countermeasure, and

makes this free-space QKD system insecure. See Supple-
mental Section II [36] for details.

Discussion. The crucial step of the attack, creating
the deviation in device characteristics, has thus been ex-
perimentally demonstrated for both systems tested. We
repeated this step several times and confirmed that laser
power above a certain value (1.7 W in fiber-optic sys-
tem and 3.6 W in free-space one) always destroys the
security-critical component, without inflicting any col-
lateral damage that could result in the denial-of-service.
After this, building a complete eavesdropper would be a
realistic if time-consuming task [39].

In our testing, we haven’t done anything that Eve
could not do in the real world. She could buy a copy
of each system, rehearse her attacks, then attack an in-
stalled system of the same model. By Kerckhoffs’ prin-
ciple [40], Eve is assumed to know the system character-
istics and results of damage precisely. In practice when
attacking installed devices, if she needs to measure their
characteristics, she may probe them remotely by imag-
ing, reflectometry [27], and watching public communica-
tion Alice-Bob [38] [39].

At present, no quantum communication system has
countermeasures specifically designed to stop laser-
damage attack, neither do they have a mechanism to
check all possible deviations in device characteristics from
the modeled values. Countermeasures to other attacks
do not prevent this attack, in fact they become weak
points as our experimental study shows. Development
of necessary countermeasures is complicated by the fact
that Eve can use a laser with different characteristics:
power, timing (e.g., short-pulsed laser induces different
damage mechanisms than c.w. thermal damage we have
observed [41]), wavelength, polarization. Eve can attack
the systems in different phases of their operation includ-
ing powered-off state, which can control what component



is damaged. We have experimentally observed depen-
dence of damage on the laser timing profile, as detailed in
Supplemental Section III [36], where we show that some
profiles have resulted in the denial-of-service but some in
a successful attack. We stress that Eve will select the
illumination regime that results in the successful attack,
if such regime exists at all. Any countermeasure must
thus be tested in all possible illumination regimes. Pos-
sible directions of development include a passive optical
power limiter [42], a single-use ‘fuse’ that permanently
breaks the optical connection if a certain power is ex-
ceeded, battery-powered active monitoring supplemented
with wavelength filtering, or an optical isolator (for Alice
that uses one-way light propagation [6], [7} 20H23] 3T, 39]).
Hardware self-characterization may be promising [43],
however to protect from an arbitrary damage it must
monitor a potentially large number of hardware param-
eters.

It is an interesting question if risk for untested sys-
tem designs can be estimated. As we have discussed,
any given system design contains many optical compo-
nents with unknown damage characteristics. The out-
come of damage (denial-of-service or successful attack) is
thus impossible to predict prior to testing. Then, if some
of the system designs chosen at random were tested, the
risk for the remaining untested designs could be calcu-
lated by Bayesian statistics [44]. Unfortunately, truly
random choice is impractical to implement with the cur-
rent state of quantum communications research and lim-
ited sample availability. We have instead tested the two
system designs that were available in our lab. This bi-
ased the choice towards more mature and older designs.
Although this unknown bias makes the Bayesian analy-
sis inapplicable, we find it illustrative to consider the risk
figure that would have applied if the choice were random.
With zero systems tested, the Bayesian probability that
at least 20% of the untested system designs (assuming
at least 50 of them exist) are vulnerable to this attack is
70.4% (80%), assuming a Jeffreys (uniform) prior. If two
randomly chosen system designs were tested with two
positive outcomes, this probability would have increased
greatly to 98.9% (98.6%). Note that the security risk is
generally high, which is in stark contrast with the very

low expected theoretical risk [4 [l [17].

We have experimentally demonstrated laser damage
as a new eavesdropping tool that alters parameters of a
well-characterized quantum communication system. Any
modification of system characteristics might compromise
the security either directly by leading to an attack as
we have demonstrated, or indirectly by shifting some pa-
rameter in the security proof so it would no longer apply.
Existing security proofs do not accommodate this, nei-
ther do existing systems have any countermeasure imple-
mented against this. Our results thus reveal the potential
security risk for other existing systems, which should be
tested against this attack.
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