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The security proofs of continuous-variable quantum keyrithistion are based on the assumptions that the
eavesdropper can neither act on the local oscillator nara@ioBob’s beam splitter. These assumptions may be
invalid in practice due to potential imperfections in theplementations of such protocols. In this paper, we
consider the problem of transmitting the local oscillatomi public channel and propose a wavelength attack
which can allow the eavesdropper to control the intensipgmission of Bob’s beam splitter by switching
the wavelength of the input light. Specifically we targettimmous-variable quantum key distribution systems
that use the heterodyne detection protocol using eithectdor reverse reconciliation. Our attack is proved
to be feasible and renders all of the final key shared betweetegitimate parties insecure, even if they have
monitored the intensity of the local oscillator. To preveat attack on commercial systems, a simple wavelength
filter should be randomly added before performing the mainigpdetection.

PACS numbers:

I. INTRODUCTION polarization and phase [19]. However, this implementation
leaves a security loophole open for Eve.

Quantum key distribution (QKD) enables two distant part- " Ref. [20], the authors proposed an equal-amplitude at-
ners, Alice and Bob, to share common secret keys in the pre$ack. To perform this attack, Eve first intercepts the signal
ence of an eavesdropper, Eve [1, 2]. In theory, the uncond@nd LO, and measures both of the que_ldratures by performing
tional security of QKD protocol is guaranteed based on thdeterodyne detection on them. According to her measurement
laws of physics, in particular the no-cloning theorem. But i results, she reproduces two weak squeezed states which have
practice, the key components of practical QKD systems havthe same intensity level to the signal, and.sends them onto
imperfections that do not fulfill the assumptions of ideal de Bob. Bob treats these two fake states as signal and LO, and
vices in theoretical security proofs. In discrete-vamea®KD, perfqrms detections on them as usual. But now the detection
the imperfect devices such as single photon detectorsephai$ neither homodyne nor heterodyne detection, therefoee Ev
modulators, Faraday mirrors and fiber beam splitters, open siS able to make the extra noise of Bob’s measurement much

curity loopholes to Eve and lead to various types of attaBks [ |0wer than the shot noise level. As a result, the total deat
12]. between Bob's measurement and Alice’s preparation is lower

Continuous-variable (CV) QKD [13] has developed im- than the tolerable threshold derived from the theoretiealis

mensely over the past decade [14] to the point that therd Proofs [21, 22]. Hence Alice and Bob can not discover
are companies selling commercially available systems [15.1€ Presence of Eve. _ . .
16]. Even so, CV-QKD is potentially vulnerable to such In order to prevent this attack without m0(_1|fy|ng the origi-
idealization-to-practical problems that plague its disevari- @l measurement setup, Bob needs to monitor the total inten-
able counterpart. In the CV-QKD protocols, Alice encodes th Sity or the LO intensity [20]. We note that in this attack, Ese
key information onto the quadrature%,andﬁ, on a bunch of assumed to be unable to control the beam splitters of Bob. But

coherent states and sends them onto Bob. Bob measures d gne of our recent studies [12]’. we found th"’.‘t itis possjble
or both quadratures by performing homodyne [17] or heteroiof Eve to control the outputs of fiber beam splitters by Hili

dyne detection [18] on the signal with a relatively strongab N9 its wavelength dependent property [23-25]. Importantl
oscillator (LO). Finally, they perform direct or reverseoa- ~ SUCh wavelength dependent properties can be found in com-

ciliation and privacy amplification process to distill a coron mercial CV-QKD systems [15, 16]. Making use of thi; loop-
secret key [1, 13]. In practice, it is extremely difficult 8ob ~ 10l€, we propose a new wavelength attack on a practical CV-

to generate the LO with the same initial polarization andsgha QKD System using heterodyne detection protocol [18]. By
to Alice’s signal. Therefore, Alice prepares both the signa YSiNg this attack Eve can in principle achieve all of the eecr

and LO, and send them to Bob in the same optical fiber charf€Y Without being discovered, even if Bob has monitored the
nel at the same time to avoid the large drifts of the relativd©t@! intensity or the LO intensity. Such an attack has peatt
and commercial consequences.
In the security analysis of CV-QKD protocols with direct
(reverse) reconciliation} s 5(Vz(4), Alice (Bob)'s condi-
*yinzhegi@mail.ustc.edu.cn tional variance of Bob (Alice), has the similar status as the
twshuang@ustc.edu.cn guantum bit error rate (QBER) in the discrete-variable QKD
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protocols. To show that the hidden Eve would not be discovand the photon numbérare related by = g7 = ga'a, where
ered in our attack, our method is proving that the upper bound anda' are the annihilation and creation operators of the light
of V45 (V4) under our wavelength attack is always lower state, and g is a suitable constant [27]. The extra quantum
than the maximum value allowed by the secret key rate fornoiseda,, is unavoidable in Bob’s measurement results when

mula [18, 22].

This paper is organized as follows. In Section I, we first re-

he uses heterodyne detection due to the unused port of the
50 : 50 beam splitter. To show this, let us first describe the

view the heterodyne protocol and the wavelength-dependesignal and LO by operatoi; anda o, respectively. These

property of certain fiber beam splitters, then we propose

@perators can be broken up into two contributions [28]: the

wavelength attack scheme on an all-fiber CV-QKD systenmean values of the amplitudeas well as the quantum noise

using heterodyne protocol in Section III.
sibility of this wavelength attack in Section 1V, and finally
conclude in Section V.

Il.  PRELIMINARY

A. Heterodyne detection protocol

In the heterodyne protocol [18], Alice first prepares a dis-
placed vacuum state that will be sent to Bob. This is realize
by choosing two real numbers 4 and P4 from a Gaussian
distribution of variancé’, and zero mean. The whole ensem-

ble of coherent states Alice will send to Bob is given by the

thermal state with variancé = V4 + 1. Bob receives this

coherent state and simultaneously measures both the ampli-
tude and phase quadratures of the state using heterodyne de-

tection. After repeating this process many times, theylfinal
extract a binary secret key by using either direct recoecili
tion [26] or reverse reconciliation algorithm [18]. A typic

We prove the fea-fluctuationsiae. The operators can be written as

ds = Qs+ (Sdsa (1)
&ro = aro +0aro-

wherea, andar o are complex numbers and we assume that
the amplitude of the LO is much larger than the signal, i.e.,
laro| > |as|, anddés anddd o are the fluctuations of the
signal and LO, respectively.

The photocurrents read by the four photo-detectors can be
avntten as follows

(aLo—i-éaLO—i—as—i—éa /4

io —q(aLO—l—&aLTO—a —6a.)x
(aLO+6aLO 60{ /4.

iz = qle _i%(O‘LO+§dLO)+a + 06,1
[e% (aro —|—5ozLO)+oz5+5o¢ 1/4,

i —Q[ ZZ(O‘LO+§aLO)_a _56”]
[e? (aro + 68 ) — as — 08 /4.

)

CV-QKD system using heterodyne protocol can be realized
by the schematic shown in Fig. 1. In this scheme, time angHere we have absorbed the vacuum noise teffipsinto the
polarization multiplexing are used so that the signal and LGermsda’. For simplicity, let us assume that;,o is a real
can be transmitted in the same channel without interferingaumber. To derive the quadratutgsand P, the difference of
To a.V0|d the equal amplltude attaCk [20] BOb uses a 10: 9Qhe two photocurrents should be measured
beam splitter(not depicted in the figure) before the potariz
tion beam splitter to monitor the LO intensity[14]. Sip =iy — iy

~ q(apoal + aroas + aLoé@;T + OéLo(Sd/s)/Q

19LO (o + o + 06, + Jd,)

= 1900 (X 4 5X7),

Alice

CHANNEL — XB = mégm =X +6X/a

5iy

=13 — 14

~ q(iapoat —iaroas —i— iaLo(%vlsT —tapeddl)/2
ol | b4l

— anLO(a Ot + Oc Ot )

= W%(P—F(SP’),

FIG. 1. The schematic diagram of heterodyne detection pobto
BSa:1/99 beam splitter; BSbh: 50/50 beam splitter; PM: phase mod-
ulator; AM: amplitude modulator; PBS: polarization beantitigr;

PC: polarization controller. Alice generates coherertitljgulses by — Pp = qaw 5zp =P+ 5P’
a 1550 nm laser diode, then separates them into a weak signal and a 3)
strong LO by al /99 beam splitter. The signal is then modulated ran-where X = o, + o andP = —i(a, — o) are the exact

domly following the centered Gaussian distribution in bqttadra-
tures, by using phase and amplitude modulators. The sigbl @
are separated in time and modulated into orthogonal paliwizs by
the PBS before begin inserted into the channel.

quadratures that Bob wants to measéf€, = (¢, +0al) +

(861, + 66)) = 6X + 6X, anddP’ = —i(6d, — dal) —

i(8é,—0a)) = § P+8 P, are the quantum noises entering into

Bob’s measurement. Several terms have been neglected above
To perform the heterodyne detection, Bob uses the photcaccording to the fact thatvo| > |os|. §X andé P satisfy

detector to convert the photons into a photocurierierei  the canonical commutation relatiéfiX , 6 P] = 2i, therefore



the Heisenberg uncertainty relatig® X )2)((6P)2) = 1 is Eve
derivable [27].

Under the condition that Eve cannot act on the LO (a com
mon assumption in the security proofs [1]), it is only whea th
excess noise reaches two times the shot-noise level that E
can perform an intercept-resend attack on the channel [29
It is due to the fact that Eve will introduce vacuum noise by
using heterodyne detection and consequently, suffer tae-qu
tum fluctuations when she reproduces the signal state in-a sim
ple intercept-resend attack. FIG. 2: (Color on line)The schematic diagram of the wavellersg-

tack scheme. WT-LD: the wavelength tunable laser diode;thd:

intensity modulator; BS: 50/50 beam splitter. The WT-LD dht
B. Wavelength-dependent fiber beam splitter are used in producing fake coherent states with the specé#iew

length and amplitude set by the controller. The red (dottem

In Ref. [12], we studied the wavelength-dependent prop_splitters are the ones controlled by Eve. The red beameptitt the

. . L eft has transmissioffi;, while the red beam splitter down the bottom
erty of the fiber beam splitter which is made by the fuse(]]has transmissioff,. For simplicity, the 10:90 beam splitter and the

biconical taper technology [23]. The fused biconical taper,aneration ofas) are not shown.
beam splitter is made by closing two or more bare opticarq
fibers, fusing them in a high temperature environment and

drawing their two ends at the same time. Subsequently, @avelength\;, the transmission of Bob’s beam splitter is de-
specific biconic tapered waveguide structure can be formegbrmined by the functiof’(\;) which is defined in Eq. (4).

in the heating area. The fused biconical taper beam splitSimilarly, the intensity transmission of Bob’s beam splitio

ter is widely use in the fiber QKD systems because of thehe fake LO state is determined iy \, ). In other words, Eve
feature of low insertion loss, good directivity and low cost can control Bob's beam splitter by tuning the wavelength of
However, intensity transmission of the fused biconical ta-her fake states.

per beam splitter is wavelength-dependent, and most types with the help of the wavelength tunable laser diodes and
of fused biconical taper beam splitters work only in a lim- intensity modulators, the wavelength and amplitude ofehes

ited range of wavelengths (limited bandwidths), where thefake states are carefully chosen to satisfy the followinmgto
intensity transmission of the beam splitter can be defined agons

T = ortl I ortl + 1, ort2 ,Where] ortl (I ort2) is OUtpUt .

light irftens/it(yz}rom beam s)plitter’s oﬁtput p%rt 1(2). Tgpl (@) (1= T§)|0<§2|2 + (1= T)]e? + (1 = T3)|efol?
coupling ratio at the center wavelength provides optimalpe == = 0.dazol®, . AT,
formance, but the intensity transmission varies peridljica (i) (1 =T = 2Tl [* + (1 = To) 2Ty — 1) T30
with wavelength changes. The relationship between wave- = M,

length A and the intensity transmissidh by using the cou-  (i4¢) Ti(1 — 2T1)TY|a}|? + To(2T — 1)T5|o) o |2

Heterodyne XE:PE

ice o)
Alice Detection

pling model is given in Ref. [24, 25]: — ﬁPE2IaLo\7
5/2 (5)
T = F?sin? (%) =T(\). (4) whereT; = T(\) € [0,1](i = 1,2),T] = T'(\)) €

[0,1](7 = 1,2,3). Heren is the channel transmission effi-

where F2 is the fraction of power coupled; - A*/2 is the ~ ciency,|as| and|ao| are the amplitudes of the original sig-

coupling coefficient, and is the heat source width. nal and the LO, respectivelyy;|, |a},,| andaj are the ampli-
tudes of the fake signal and the fake L'0J,are the intensity

transmissions of Bob’s 10:90 beam splitter (for monitotimg
lll. WAVELENGTH ATTACK ON A CV-QKD SYSTEM LO light intensity).
USING HETERODYNE PROTOCOL Condition (i) makes sure the method of monitoring the LO
intensity is invalid to Eve. Here we assume that Bob uses
a 10:90 beam splitter to split the total light before being in
The basic idea of the wavelength attack is shown in Fig. 25€rted into the PBS [31]. Because the 10:90 beam splitter is
Eve intercepts the coherent states sent by Alice. She mak&so wavelength-dependent, its intensity transmissionbea
heterodyne measurement of the signal using the LO to achieytermined by a funct[opmsw/nllar to Eq. (4), which is denoted
the quadrature value¥ and P. After that, Eve generates by 77(\) ~ F"2sin®(€2-2"). Here|as) is used for com-
and re-sends three coherent states: a fake signaljsfagtea  pensating the intensity wher{ anda’,, are both small. Eve
fake LO statga’, ,) and together with a ancillary staes).  selects an appropriate wavelengthsuch that’; = 0, there-
Different from the previous intercept-resend attack,¢ffagke  fore the intensity ofas) is much lower than the shot noise
states have different wavelengthes, denoted,afor |})),  level and negligible. R R
Xz (for |a) ) and A3 (for |as)). According to Eq. (4), the As Bob measures the quadratupés and Pg by perform-
performance of Bob’s beam splitter is dependent on the waveng heterodyne detection on the fake signal and the fake LO,
length of the incoming light. Therefore the fake signal with conditions (ii) and (iii) make Bob’s measurement results co
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incide with the ones attained by Eve. To see explicitly wherewvhere V' = V4 + 1 is the variance of Alice’s modulated

these relations come from, see Egs. (B6) and (B7) in the Apstate as it was mentioned in Sec.ll.A. Note that we use

pendix. Notice that the fake signal and the fake LO have difthe ‘Heisenberg-limited attack’ rather than the optimal at

ferent wavelengths, and hence, no interference occurssn thtack [22, 30] as such an attack upper bounds Eve’s informatio

detection. The effect of this on the measurement detection ithereby emphasizing our wavelength attack which can even

that we no longer have heterodyne detection outputs bugrathbeat such a stringent attack. From the above formulas, we

outputs that are proportional to Eve’s measurements. Therean see that when V angare settled in practice, the secret

fore, the photocurrents recorded by the photo-detectars co key rate is fully determined by, which can be precisely esti-

sist of parts from the signal and the LO. Eve should also makenated from the experimental data [19].

T!]a|? and T |} o) much smaller thahe,o|? in order to Another important parameter in the security proof is Al-

suppress the shot noise. We are going to prove in Section Ii¢e’s (Bob’s) conditional variance of Bob’s (Alice’s) meae-

that the extra noise introduced by Bob’s measurementis mucimentV 5 (V|4) in direct reconciliation (reverse reconcil-

lower than the shot-noise level, therefore the total nadsele  iation),which can be thought of as the uncertainty in Akce’

kept under the alarm threshold. In other words, Eve canysafel(Bob’s) estimates of Bob’s (Alice’s) quadrature measuneime

achieve the key information without being discovered by Al-result. In the CV-QKD, Alice and Bob usg, gz (Vz|4) to

ice or Bob. estimate the shot noise and modulation imperfections [19].
Finally, we note that as there are limitations on the intensi V5 is defined(where both quadratures are symmetrized) as

ties, conditions (ii) and (iii) may not always be satisfiedw X

ever, as the analysis in Appendix. A, we find that the probabil Vaip = (X3%) - <XA3§B>2, (8)

ity of failing condition (ii) or (iii) is extremely close toero. (X5)

and similarly, we havé’p 4 defined as

IV. FEASIBILITY ANALYSIS 5 X5)?2
Via = (X3) - Za5ek. €)
To analyze the feasible of the wavelength attack, we first \we note that/a| 5(Viz(4) performs a role in CV-QKD pro-
note that the following assumptions should be satisfied: — tocols similar as the quantum bit error rate in discreteale
(1) This attack is restricted to an all-fiber coherent-s&afe QKD protocols, which provide Alice and Bob an intuitive tool
QKD using heterodyne protocol. to detect the presence of Eve. To clarify this idea, let us firs

(2) All of Bob's beam splitters have the same wavelengthstate the relation betweéfy z(V(4) andy. As the Gaussian
dependent property, i.e., their intensity transmissiaesall  character of the channel maintains no matter Eve perforens th

determined by Eq.(4) with the same parameters. This funcgaussian attacks or not, the conditional variance betwéen A
tion and the detection efficiencies of Bob's detectors ath bo jce and Bob, which we will denote ag7%™ andVzerm e

known by Eve. Here we assume that the detection efficienciegap pe calculated as follows [30] plase
are wavelength independent for simplicity. In practicegEv
can simply absorb the differences into the light amplitudes
modulated by her and the final results are unchanged.

(3) Eve has the ability to replace the quantum channel with .
a noiseless fiber, and her detectors have high efficiency and Veia™™" = 5 +x) +1]. (11)
negligible excess noise.

Before analyzing the feasibility of the wavelength attack,Note that there may be a little different from the expression
let us first rapidly review the security analysis of the Gaus{n [30] due to the differences on the definitions of V.
sian protocols based on coherent states and heterodyme dete On the other hand, to make the secret key rate positive, we
tions under individual attacks. In what follows, we redtric require that (according to Eq. (6) and (7) )
ourselves to Gaussian attacks which are proven optimal [30]

In the case of Gaussian attacks, the channel connecting Al- Yy < xPR -V An? +1— 1’ (12)
ice and Bob can be fully characterized by its transmisgion e 2n
and its excess noiseabove the shot noise level, such that the
total noise measured by Boblig-7e (in shot noise units) [19].
Alternatively, one may use the total added noise defined as 1 5
x = (1 —n)/n + e for convenience. The secret key rates for RR \/(77_2 FOVE-2V41-V -1
Heisenberg-limited individual attack in direct recoraiion X < Xmaz = o ’

and reverse reconciliation are given, respectively, by [30 , e .
g : v by [ with 0 < n < 1 for reverse reconciliation, should be satisfied.
1+ )1+ 0V +x)] Combining Eq. (10) with Eq. (12), we can find that for the

A4+ V)11 +x) 6) sake of deriving a positive secret key rate, the upper boéind o
V;{"gmal yields

norma V-1 +1)+1
g - VEDBCHD I

with % < n < 1 for direct reconciliation or

(13)

KPR —1og

V4+n(l+xV)
n(1+xV)[L+n(1+x)]’

KB = log, (7) ymar _ (V=D +2041) (14)

AlB T Va2 41420V 41




In other words, if/4| 5 is smaller than this threshold, the het-
erodyne protocol in direct reconciliation is considered&

secure. Similarly, the upper bound h’gﬁgm“l is derived to -
be @)
2,61

max (44n2)V2-202V4n2+(n+2)V —n
FI a NG

And the heterodyne protocol in reverse reconciliation is-co e
sidered to be secure ¥z 4 is smaller than this threshold.

For these reasons, we can prove our attack feasible b
showing that Eve can maké, p < Vﬂg”” (in the direct rec-
onciliation protocol) and/z |4 < Vgﬁ}ﬁ (in the reverse rec- -
onciliation protocol) when she is performing the waveléngt
attack. L6}

2.2r

VA|B('n shot noise unit)

012 014 O‘.G 0.‘8 i 1‘.2 114 116 1.8
Channel loss(dB)
A. Eve’s Wavelength Attack ) . o )
FIG. 3: (Color on line)In direct reconciliation, the relati between

. the channel loss and the conditional variahGes in three cases: (a)
When Eve performs the wavelength attack, with channel, o maximum tolerable valugzis. (b) the value Oﬂ/:‘()é'mal and

noise, from a real valuX 4 chosen by Alice to the measure- attack : .
.\ ) T . (c) the value ofV35*". See main text for details. The curves are
ment resultX z achieved by BOb is listed as follows (we write pjotted for experimentally realistic values, = 11 ande = 0.01.
down the quadratur& only since the other quadratufecan  We can see that;/1*°" is always lower thai/;}” and lower than
be presented in the similar way) Vi5me! when the channel loss is larger thfs dB at which point
N N the key between Alice and Bob is no longer secure.
Xa—>Xa=Xa+ Ny

%(XA + Ng) (16)

— Xp = nXg + Ng,

% X - H g B
: 2. ngg‘“k in reverse reconciliation

In reverse reconciliation, using Eq. (9) with Eq. (16), the
where N represents the vacuum noise in Eve’s heterodyn#alue ongfffc’“ can be computed as
detection whose variance is normalizeditoand N is the
vacuum noise introduced by the heterodyne detection. The ngﬁ{”k =n+VnB. (18)
variance of each of the terms is given by = 1(V + 1) o _ . _
andVg = Vg + Vyg. HereVip can then be considered Combining with Eq. (B10,B11) and the discussions above, we
as Eve’s conditional variance of Bob’s measurement reult. can estimate that the value 6" is never larger than +
Appendix B, we derive the value dfyz and show that itis 0.13. As shown in Fig. 4 (where again we have $et= 11
smaller than 0.13. We are now ready to derive the conditionande = 0.01), it is always lower than the value fZ}%}" so
variances under Eve’s attack, which are denoteﬁi’/ﬁ%‘w’C that Alice and Bob can never discover the eavesdropper under
andvézifz;ck' such an attack. Besides, one should notice ks

lower than thenggm“l when the channel loss is larger than

0.58 dB. Hence, Eve should increase the deviations to make
1. V4l in direct reconciliation Viiie* close toV3%5™ ! in order to avoid suspicions.

According to the definition o¥’4 5 in Eg. (8), the value of

VXfEaCk can be computed as follows V. DISCUSSIONS AND CONCLUSION
yattack _ 2(Vnp+n)(V—1) (17) There are two points about the wavelength attack that
AP Vs (VD should be remarked:
Combining with Eq. (B10,B11) and the discussions above, we

can estimate that the value /%" is not larger than 1.9. 1. As shown in Fig. 3 and Fig. 4/4/5“" and Vgt

As shovyn in Fig. 3 (where we sét = 11 and_e =0.01[22)), are lower thaﬂfg“gml andVgl"gml respectively when
Vgt is always lower tha ;7" so that Alice and Bob can n < 0.88. Itis impossible when the protocol works nor-
never discover the eavesdropper under this attack. Besides mally, therefore Eve should add extra noise on her mea-
one should notice thafgfgac’“ is always lower than the nor- surement result to increasfg‘tg“k andvgfffc’“. So that
mal level when the channel loss is larger titas8 dB, there- perfect heterodyne detection is not necessary for Eve.

fore Eve should increase the deviations on purpose to make  In other words, assumption (3) listed in Section IV can
Viiie* close toV3%5™! in order to avoid suspicion. be compromised.
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03 — Appendix A: Achievable Xz and Pg

O'40 015 1 115 315 4 415 5

2 25 3

Channel loss(dB) We estimate the achievable range %f; and Pg in this
appendix. Before the analysis, let us first rewrite Eq. (4) as

FIG. 4: (Color on line)In reverse reconciliation, the radatbetween  follow

the channel loss and the conditional variahg, in three cases: (a) Cw

the maximum tolerable valu@;;z. (b) the value oﬂ/gfgm“l and T(\) = F2gin2 (_)\5/2) — sinQ(AX), (A1)

() the value ofV5{***. See main text for details. The curves are F

plotted for experimentally realistic value, = 11 ande = 0.01.

We can see that;4**" is always lower thai34" and lower than

Vg";{m“l when the channel loss is greater tia58 dB, again leading
to an insecure key.

whered = €2 andX = X\%/2, here we set F=1 for sim-
plicity. For the50 : 50 BS, T'(\¢) = sin?(AXy) = 0.5
where \g = 1550nm, henced X, = arcsin(+/0.5). For
other wavelengthsAX = arcsin(y/7'(A)) and we can get
X — arcsin(\/T(k))XO.

arcsin(0.5
2. In theory, the wavelength attack cannot be avoided by For the 1(() :) 90 BS, we similarly rewrite its transmis-
adding wavelength filter before the monitoring detector,sion as7’(\) = sin?(BX) and easily derive thaBX, =
because Eve can simply increase the input light intenarcsin(\/@)_ Therefore,
sity [12]. To make this method work, Bob should ran-
domly choose to add or not to add a wavelength filter .o arcsin(y/T ,
before the monitoring detector and observe the differ- T'(\) = sin® W\/O%))‘”csmm)' (A2)
ences.
Moreover, as it is mentioned in Sec. IVA, for suppress-
. ) ing the shot noise we should make”| = T7|«.|*> and
Finally, we note that a commercial CV-QKD system, as|o/ )| = Tyl |2 much smaller thamazo|2. In a practi-
sold by [15], currently uses a wavelength-dependent beama| Cv QKD system, the LO pulse arrived at Bob’s side typi-
splitter. Although, it does not fall into the regime studied cally includes more than0® photons[14]. For this reason, we
in this paper because it uses homodyne detection rather tha@nstrain the maximum value of both’|2 and|a”/ |2 to be
heterodyne detection. However, our results show that if ong s < 10~2|ao|?. On the other hand, to guarantee condition
were going to use heterodyne detection with a commerciag)' Eve should also mak@l — T})|a,|2 and (1 — T3) |/} o |2
QKD unit, then the precautions mentioned here would needqt larger thars x 10°. We then get the following maximum

to be taken. Furthermore, possible quantum hacking oppoksajue constrains on the fake state intensities:
tunities with homodyne detection and wavelength-dependen

beam splitters warrant further investigation. | |? < Max{10°, 1;—?{106},

In conclusio_n, we have proposed a new type of realistic o |2 < Maz{10°, 11;?5106}_ (A3)
guantum hacking attack, namely the wavelength attack, on 2
continuous-variable QKD systems using heterodyne detec- prom congdition (ii) and (i), we can get
tion. If Alice and Bob don't take the necessary precautions
for such an attack, the final secret key is in principle, tgtal JiXe = 2[(1-T1)(1—2T1) |’ |2 +(1—Ts) (2T —1) | 0 |2]
insecure as Eve can obtain all the information about the final oI (1—9T ) a2 lazol N ’

T T . P — 2ANA=2T)|al "+ T2 (2T —Dlagol]
key. This is different from the equal-amplitude attack pro- 7Pe lazo]
posed in Ref. [20] as in the wavelength attack, Eve has the (A4)

ability to control Bob’s beam splitter and therefore the -sug Combining Eq. (A2), (A3) and (3), now we have enough in-
gestion of testing the total intensity in Ref. [20] would not formation to derive the achievable value rangeXof and
prevent such an attack from occurring. To close such a loopPr by analytical calculations or numerical simulations. Ei-
hole in practical CV-QKD systems, it is simply enough for ther of these methods shows thaynXg, /7 Pr) satisfy-
Bob to randomly add a wavelength filter before his detectioning n|Xz|?> + n|Pr|?> < 20 are always achievable. To see
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how high the probability of Xg|(or |Pg|) > 20 is, we can ol = /1|, da2 = /T}éal, + /1 — T{déal, and similar
apply the error integral function erfe) = % [ e da to LO.

and getP[|\/7Xg| > 20 or |\/nPp| > 20] = erfo(Z-), Bob performs heterodyne detection on these fake states.
where V is the variance ak' i and Pr chosen by Gaussian According to Eq. (4), Bob’s beam splitter has different mte
distribution[32]. For an experimentally realistic valuell,  sity transmissions fof/ andd// , because of their different
we get eer%) = 1.637 x 1072 =~ 0, which concludes our wavelengths, denoted 4% andT5. After passing the first set
claim in Sec. Ill. WhenX g or Py is out of reach, Eve can of beam splittersy; is separated intd; andas, whiledy  is
simply turn to perform the original intercept-resend stggt ~ separated inté, andday (cf. Fig. 2), which can be expressed
The extra noise it involves is 1 (shot noise unit) times tiis e as follows

tremely low probability, which is negligible.

=+1- T1 A 4 \/T1§d;1,

Appendix B: Derivation of Vg =+1-— ng’L’O + VT2dal,,, (B3)
dg = VT — T = T1dd,,
To deriveVy s, let us start from the generation of Eve’s fake Gy = "2 (VI o — V1 =Tr0a,,),

states. As we have described in Section Ill, Eve generates
the fake signal state and the fake LO state according to her

measurement results and sends them to Bob. These fake staf@ssimplify the symbols, let us defing, = VI—Ti6a" +

can be described by the following operators VTI0&,,, 665 = VI—Taddl, + VTodd,, 643 =
& ol 4 VTiéa - VI-Tiéd,, and éay = +Todaf, —

ds = o/s + (Ssa’ ) (B1) V1 _AT2§CYU2-A Furth?rmore, we defmg th? quad[ature&i)j

Lo Lo Lo by 06X, = S + 604,1 anddP, = —i(6ay — 504;) where

= 1,2,3,4. Finally, after combining at the second set of
goeam sphtters the electromagnetic fields arrive at thedeu
tectors can be written as

Where complex numbers, ando/, ., are the amplitudes and
da), andoa’y , represent the fluctuations of the amplitudes a

discussed in Section Il A. Similarly(6X})?) = ((6F})?) =
1, wheres X, = 6, +da, ands Py, = —i(6al, —da, ), k=s,
LO. After the (original)10 : 90 beam splitter, they are turned by = VI=Tié1 + VT16&!, + /Tato + VI — Ta0",

to be i)g =V1Tia1 — V1 — T1604 — V1 =Thas + +/ Tgéavz,
& = \/T]a, + /1 —T]6an by = vl—T1a3+VT1604Z3+\/T2044+\/1 — Th0dry,
= ch + (Sdg, by =/T1a3 — /1 — Tléav V1="Théy + +/ Tgéav

B2 '
& _w/T’dLO—i—s/l—TQ’ al, (82) _ . o (B4)

=l o+ 6d] o, where the photocurrents are given Qy = qubk. Bob’s
guadrature measurement results are then derived fromfthe di
whereda, 1, da,2 are the vacuum noises that interfere with theference in photocurrents, using the method in Section Il A.
fake signal and the fake LO, respectively, at the beam gplitt Firstly, for detectordD1 and D2, we have

1y = %1 - %2

= Q(i;{lal - B;i?z)

= q{(1 = 2T)[(1 = T0)|e | + V1 = Ti(a*dan + 0/5’554)]

+(2Ty — 1)[(1 — T2)|a ol? + VI =Ta(af% 040 + aLoédz)]

+2yTi(1 = Th) (o *Sévy, + 0//50%1) + 2VT(1 - T2)(0‘L050%2 + aLOédvg)

+/(1— Tl)TQ[’\/(l —T)(A —T) (e, *a o + aLO) + /1 =Ty (a*6és + 0/5’5& )+ V1= Th(af 5@1 + O/f'bdl)]
V(A -D)N[/(1-T)(1 - D) (e a}o +a aLO) + VT =Ti(a*565 + a684) + VT = Th(af p0d] + afdn)]
+(VTiTo(1 = Tz) — /(1 = T1)(1 — T3)? )(O‘LO(SO‘ul + OfLo5w )

+H(/A=T)2(1 — o) — VTV To(T — T0)(18G,5 + o, *0al,)}.

(BS)
Where the term$aféa are already neglected. Note thalt, and &/, have different frequencies, therefore any terms not
containing the product of the same frequencies vanish gdine measurement. The remaining terms compose the measurem



result ofi,,

be = q[(1=T)(1 =212+ (1 — 2T0)v/T = Th (a/* 6y + al/6ad)
+(1 = To) (2T — 1| o |2 + (2T — 1)V = Ta(a/f% 062 + o) o 86)) (B6)
12T (1 — Th) (66, + /66!T) + 20/Ta(1 — To)(a/f5 06 + of 0 0G0

Similarly, we get the measurement resulﬁphs:

ip = ig — £4 = q(i);i)3 — 82184)
= q[Ty (1 — 2T0) [ |2 + (1 — 21 V/Ti (0% 54 + ol 66
+T5(2T — )|} o] + (2Ts — V)V/Ta(fsdas + o) p8ak)
+2T1 /T = Ti (o 6ally + ol 6ai) 4+ i2To/T — Ta (o} 50l — o/f58aly)].

(B7)

Notice that the squared modulus terms in the last two equatice what helped us derive the set of conditions in Eq. (b T
measurement results corresponding to Bob’s quadraflireand P are then calculated using Eq. (3):

_ 20
Xp = qlarol , ,
_ 2[A-T)(A—2Ty)|o/ [P+ (1-T2) (2T —1)|a} 6|7
larol
_|_2[(172T1)\/—17T1(a;’*éA1+a’s’6d§|)+(2f271)\/—17T2(a’lf*oéngragoéd;)]
XLO
" "
n A[/T; (1—T1)(a;/*5&;/1+a;/5duf‘)+\/‘T2(1—T2)(a/,f*oéd;/z-i—a/lfoédug)]
Lo
= \/ﬁXE + XnB, (B8)
P — _2i
B = Ylaro]
_ 2ATui(1-2T) o) PH T2 (2Te—D|afol’]

laLol
n 2[(1—2T1 ) VT1 (@ * Sas+a §61) +(2Te — 1) VT5 ()% 8aa+af ,8a1)]
larol
4[ThV/1-T1 (oc;’* 5&;,3+a;,50c;/§ V+iTo/1-T5 (agotsa:ﬁ[ 70/14”6 604;’4)]
laLol

_|_
= /nPg + Pyp.

where we have used conditions (i) and (iii) from Eq. (5). b§t, andc’/ be real, we then get the following inequalities:

X _2[(1—2T)VI=TiaY (861 4881)+(2Te —1)v/I=Toa/t o (5a2+641))
NB =

larol .
+4[\/T_1(17T1)a;’(5d§,’1+5dﬁ)+\/T_z(17T2)a'£o(5dL’z+5va)]
Jowo] ; (B9)
PNB _ 2[\/T_1(172T1)a’s’(6d3+6d3|)+\/‘772(2T271)a’lfo(5d2+6d4)]
XLo
+4[T1\/17T1o/s’(6ag3+6a:f§)+iT2\/17Tga’L’o(éa;/l7504)’4)]
larol
|
Therefore, Here we use the facts that the maximum valueslof-
. 2T)?(1-T),(1-27)*T, T(1-T)?andT?(1-T) are 1, 1 5
VnBx = (XnB)?) B B and - respectively(6X?) = (§P?) = 1, and the constrain
2 2 2 2 2 2 .
= MO=2B) AT, XA HET 1 0-T2)0,160X00)  of maa{|al[2, | o[2} < 107%|ao|*(see Appendix A).
26U (LT 020X, 2) Ty (1-Ty) 0 20X, 7))
1712 /‘/0”120‘2
<13 x mazx{|af| 7|‘20‘LO| } — 013,

laLo

(B10)

— (P 2
VnBp = ((PNB)7)
" 1"
_ AK(A-2Ty)?Tha, 26X 3)+ (2T —1)*Tha 56 X])]
2 //2 4 2O¢LO‘22 //2 //2
4 LOUT AT ), 70X )+ (To (1=To) 60 Xg )]
larol?

maz{|al|® |afol*} _

(B11)



[1] V. Scarani, H. Bechmann-Pasquinucci, N. J. Cerf, M. €y$
N. Lutkenhaus, and M. Peev, Rev. Mod. PH84%.1301 (2009).

[2] N. Gisin, G. Ribordy, W. Tittel, and H. Zbinden,
Rev. Mod. Phys74, 145 (2002).

[3] B.Qi, C. -H. F. Fung, H. -K. Lo, and X. Ma, Quant. Inf. Comp.
7, 7382 (2007).

[4] Y. Zhao, C. -H. F. Fung, B. Qi, C. Chen, and H. -K. Lo,
Phys. Rev. A78, 042333 (2008).

[5] L. Lydersen, C. Wiechers, C. Wittmann, D. Elser, J. Skaad
V. Makarov, Optics Expres8, 27938-27954 (2010).

[6] L. Lydersen, C. Wiechers, C. Wittmann, D. Elser, J. Skaad
V. Makarov, Nature Photonicd, 686-689 (2010).

[7] F.-H. Xu, B. Qi, and H. -K. Lo, New J.Phy42, 113026 (2010).

[8] I. Gerhardt, Q. Liu, A. Lamas-Linares, J. Skaar, C. Kigfesr,
and V. Makarov, Nature Comn2, 349 (2011).

and P. Grangier, Naturd21, 238 (2003).

[18] C. Weedbrook, A. M. Lance, W. P. Bowen, T. Symul,
T. C. Ralph, and P. K. Lam, Phys. Rev. Le®&3, 170504
(2004); C. Weedbrook, A. M. Lance, W. P. Bowen, T. Symul,
T. C. Ralph, and P. K. Lam, Phys. Rev. 23, 022316 (2006).

[19] J. Lodewyck, T. Debuisschert, R. Tualle-Brouri, P. @Gyier,
Phys. Rev. A72, 050303 (2005).

[20] H. Haseler, T. Moroder and N. Lutkenhaus, Phy. Rev7A.
032303 (2008).

[21] F. Grosshans, N. J. Cerf, Phys. Rev. L8&.047905 (2004).

[22] J. Lodewyck, and P. Grangier, Phys. Rev78, 022332 (2007);

J. Sudjana, L. Magnin, R. Garcia-Patron, and N. J. Cefrf,
Phys. Rev. A76, 052301 (2007).

[23] M. Eisenmann, and E. Weidel, J. Lightwave TegB8588-8594

(2010).

[9] C .Wiechers, L. Lydersen, C. Wittmann, D. Elser, J. Skaar [24] A. Ankiewicz, A. Snyder and X. -H. Zheng, J. Lightwaveche

C. Marquardt, V. Makarov, and G. Leuchs, New J. PH\&.
013043 (2011).

[10] H. Weier, H. Krauss, M. Rau, M. Fierst, S. Nauerth, antlJe-
infurter, New J. Physl3, 073024 (2011).

4(9), pp1317-1323 (1986).
[25] V. Tekippe, Fiber and Integrated Opti€g2), 97-123 (1990).
[26] F. Grosshans and P. Grangier, Phys. Rev. L&8f. 057902
(2002).

[11] N. Jain, C. Wittmann, L. Lydersen, C. Wiechers, D. Elser [27] S. Braunstein and P. van Loock, Rev. Mod. Phyg, 513

C. Marquardt, V. Makarov, and G. Leuchs, Phys. Rev. €17,
110501(2011).

[12] H. -W. Li, S. Wang, J. -Z. Huang, W. Chen, Z. -Q. Yin, F. -

(2005).
[28] H. Bachor and T. C. Ralph, “A Guide to Experiments in Quan
tum Optics”, 2nd Edition, WILEY-VCH Press (2003).

Y. Li, Z. Zhou, D. Liu, Y. Zhang, G. -C. Guo, W. -S. Bao, and [29] F. Grosshans, N. J. Cerf, J. Wenger, R. Tualle-Broung a

Z.-F. Han, Phys. Rev. /84, 062308 (2011).

[13] C. Weedbrook, S. Pirandola, R. Garcia-Patron, N. étf,C
T. C. Ralph, J. H. Shapiro, and S. Lloyd, Rev. Mod. Pt84.
621 (2012).

[14] P. Jouguet, S. Kunz-Jacques, A. Leverrier, P. Grangied
E. Diamanti, Nature Photonicg, 378 (2013).

[15] http://www.sequrenet.com/

[16] http://glabsusa.com/

[17] F. Grosshans, G. van Assche, J. Wenger, R. Brouri, Ned, C

P. Grangier, Quantum Inf. Comp&. 535 (2003).

[30] R. Garcia-Patron, Ph.D. thesis (Université LibeeRfuxelles)
(2007).

[31] Inaregular CV QKD system, the LO intensity is approxieia
equal to the total intensity, therefore monitoring the ltotten-
sity is equivalent to monitor the LO intensity. See also[ ief].

[32] G. B. Arfken and H. J. Weber, Mathematical Methods for
Physics, Elesvier Academic Press, 2006.



